“O" AT RRBE A ¥ X — ET 8 B UL

FEEAG AR Z G AEFEAGEME 20O M R, S ik R E 2, s
DENRERE S, A4 sV L LU — A N 5 6 o (E B SR 1 5 R i ek 2
VR SA R BN MR IE T o R RAC S, EREIME IR SORANE 2 F A
(K1 5 i SE e 1t o HBEAE BORIIAE, AAMTRIEAA 7 2 AR BN S, BTl e kA T
JSE e, s b, Dl EDEE AT A S A

TNV LA PR R IR 5 LA ZE BN RSB TR o A AR IO AT ZE4 AL T ORAIE B X i
AAERCEENTE, AT MR AT IR, DO BRI 2 4r . IX R LT 2
FZM YUY (The Caesar Cipher). At B FRAR 7 51, U 2Rt & 7 B T A RE A 155
o BYWCRT AT, —HBAAH SRS, AR R A, R, f&
3K A 155 P 2 4 AR5 T 8 Ay — T R

10-20 44, A RETVHSHLE 5 IR, BRI BE D> T JaRAT ATk
RJUHEREAE K RE, M DOS BHRAE 1 WINDOWS BAY, F& /7 E ik TR, 4K
PN e BOR W T B3, 1K LEE N3 2 SR 1 i e R i — HAR T
P

I i ve, MRS Ve R AT e XA g, SR A, BE
ANy 7, Mo spale o 7 ki, IXAhoe ReF I, (e s i fpob J L mh RER 21 50K K
WA T o BEEBORKIEHIAE, S i 17Xt PE SCAFIEE, Wi IAT s, ANidid i
HEERIE FEAR fi]

B IR AR, — FRAI R R AT AR AT R, AR ORA th PE SO R4 )b
PE SCAFMTRYT, — &AM anti tHIL, Aidi s — R, BEm—L, XL Cracker #k ik
I T anti X B TR BT H o« LLRTISEEEXT PE SO NS, AN 25408
WATAT B, Ja R BT —I# HA: stolen code, 16 R IXFh5E T 4R miBH T o

FLGE ARG ERAT AT — AN FLRI 59 1, BUARATT S AE e ARG o LA 7 AN o
B R B R ARG, AR T BB AR A ORI R A, S R R AT
TEWAT PR D) WAl IS o AR — R A S 1 TR AT LARIOR X A R 47, 194
25 L AMAG V20 SR I IR e I 5t R LR R

ET G M AL =y it B2 s SR B — AR ORI R &8, AT L e W R
P, ET R REAUA i o B0 8 A0 vy UE S5O 7 it (R AR - A 4538 23 AR A 7 R UL
TIE TR (bytecode)



ET 47 e eIk i i BE N 252 KA R AR — N B (W20 -VM AR S0 A 25 o 2 AR
¥, BHA BRI VM 518, @S AR SRR B R AR B Y, B R ET
B HE KA 5 8 S I G A, A T B R A LR T M . VM IR AR R AR A
JRFE

VM L2 Virtual Machine GERINL 1465, XU VM FEA B VMWare T
FERIRIUML, 24— RAVMHE 2Rk bytecode(F 15 i) B e — MRS 1 h AT . VM
() J5UHE p — AN AL 3 2 PR . RREER AT VPU Context ORE4UL CPU 2A5E) 4ipk, FHIC
LA REANELS RS

ey B2k gk X86 fRAMIRE I H TR 2 R4

flRESs: MRS INAEB M e OB rh, FIORMFREX L [ 2 R4 .

B RY: BN EHCEXIRL RS, HREMMITIZLE bytecode.

Lo Wt —AMFH . RV RGO IR B, 5B IREPAT B a4, whin i
XL AT R

2: {4 HT X86 fr 2 NI bf A EATI /2K, TEREAMMESR S A TEA R 2 AL B

3: MRS AR B v B DB, ORI B W] LR TR — .

ISR AL AN X86 FR MR 1A 10, AL PE SCAFTh, SR 5K I Ab ARy
ke

BUBRSAL IR AR N RSB LBATIEER 6

push bytecode
jmp VstartVM
VstartVM s ZE A REIUHLIRI R AL, & A ARHE KA ALLX A 1)

R
I BN BB EL, B BAIRASIE BI0AE VC IREE T 11, AN IX A B AR BRI .

void _declspec(naked) VStartVM()
_asm

I1 425 4 5 HE IR, Fh D 96 4 4708 VMReg o
JITT B0 g LI NS5 L

push eax



push ebx

push ecx

push edx

push esi

push edi

push ebp

pushfd

mov esi,[esp+0x20]

mov  ebp,esp

sub esp,0x200

mov  edi,esp

sub esp,0x40

Next:
movzx  eax,byte ptr [esi]
lea esi,[esi+1]
jmp dword ptr [eax*4+JUMPADDR] ;%] Handler $hA74k, Hnses | 37
VM_END VM & bRl
}
}

SRJG R byte BES) H ARAABAHATICHS . JUMPADDR /& — ik B8R, FHR MR A
i —A> command code (CELSERLEMAZ), KRG # 10 IR IE Tk & & AN 1MPHUT

RS



1. HAHNBINL, RATAES, RGO —Le0h s 2 K0k a7 fE 8 DR A7 B R U LA 85
PR

2. —UITAERS, BLTFAMEBINER T ACEAEE T, ROV SRR T &

PIREE LT, B ] LB FITTAS F R e 2 SR 8 A o

MIesil#3 2] — Mm%, B8 m) 02 B AL

M AEH15 2] opcode, HIAUHIX RS, FEAEBEIHERE .

TR N ZE E AR T AR IE, SRR S

Jmp F| next, XWFEEE 20,

o o1 A~ W

MR VM G IXAE T, AR 5 IEERTAUR XM T, A
IRZRT, W2, WRIRS, MBI MR, SO SEH S+ (B VB,
VC (5 AE5) . BRI, JRATLURBL, BUHLE0E 2210587, LRI AR
I, WARRAEUE J5U ORI AU S AR A T REM)

ET 2 HE MR S g 5 S8 I 2 S0P IR i a5 AR UL N 88 BRI A

ARIT A KIRESANLIN - F A e s R B T fdr J 5

AN LI ORGP 2 H AT e s (R R s O 3 i T IR MLZ H A A F T Intel 8086
AEPRERAE 2 R G B IACBE S, T LR AR e BN FE R UL B3 AT 107156, JF Hem
RN NFIHIAR R G152 B mT LUK RN LA B 717 B ANA] T Intel 8086
AEFRER RGIR B AL B S . B0, RENLAAT LA MR IR &, B & Fk
AN FEAR 2 T58 o XFE—2K, B W e 2T A A (AT 5 3R A R B i 7 7
REIZT

PRIE, - B =0T (0 RSB LA 51 3 BAT AR s AR iR e, A it ol BT A R R A A
FIEEAII TN S i 7 o DABA RO B, AR AR i A A L P AN T g
1o REAUBLIN A H AT SAT 2 PRI A E AR 5, B LR S AR PR s fr
RGN — 8 ER SRR A BN 515, 2@ rte VM . Hirgse =
W A5 RE RTINS AR T BB B ET 2 BE RE AL i 05 88 I P AR G (e 8, To i
HEANE B 5 I AL AT LA AT

ET 2 Be REAUAL my iR LN &5 56 T ET199/ET NSRRI F N a8, R SE1E A2 BE FEFUML
BOR, & HETERAE R, N s S i m IO 7 idke ET 0 RE REFUML iy 58 88 N 85 S 435 % A
LI PE SCE.



ET HeeEMLMZEE ST

AL, EEE AR S, AR SRR I SN AR

OB B RS Tl 0 2 T DA 5 A 450 ) 9 A
ORI REBRUEAT hRE, RSB EHEAT LR N B 5

Crgzhfl: RAGHNERBRER, SEZNATEME A AR 5
RN HAEMADREE R

Wrg: BATFHE PE 48RRI

B RE A REAUUBL ey 8 I 25 P R AR —ET R REAL HE S s 5 S 0 8 1 4 R UL AL
I AT Y IF AR SEE BRHE RS, AR B D R+ER 4, AR A
SRAARUE PE SR A 2o S X R EARAR W AT 4, WA R k.

ET199 % ek fUM b iy i B % T FUR — 3 SE kUM A O 7= o 8] BAGRAP A 1)
FERFAEARE S, ARSBT ) FAEH] o

ET199 ¥ fig ME AL ot B 085 L B vk AR AR T ET199. ET GxWIBiix 2 My
R Es s, e EEET RINLECR, X TR AR 1 4 A A A BRI, ORI R
I AR, % L H SRR LY PE AT AT SCAF

ET199 %k M it B s 1 B — OB WY IO il A ET199 4 A eI
a8 s T BB AR A, HL P JG T B Ll R0 &bt n] AR SRR B %



FhAALN) PE SCAFREAT N2 AR, 2 ARG AR P A i o (0 n 25 SR A A7 (R (K A R A
R LARIEAT o 5 R R R S N AR RE, B T BTt i, R P AR GRS
17

ET199 % fit e 044 55 2% T HLRE A % Windows T+ &5 [ i IR 1) 32 37 PE
SR TARY . XSSO EXE, dll, oox 2SR, K RhIE S 40 S I) PE SO

FE P SO TR BB PR AR IK) PE SCAF, RIRT S8 ot PE SCAFIIERY . T 11
SR PE SR DN AR 38 SR AR 02 h ET199 44 it lE Mk stk B N 8 T HAE J5 & A shab e
SER, M R R SO RS 2 58 A B A I o

ET199 % HE Rz FLAk, iy ot B n 2% T HAERELE 5T ET199 A1 ET SxNIBIIX 2 Ffr s B s
Do B RERMLBAR AT LR B ST R, ATITBE 0 25 B0 10 I 2 k3 o 1
PRSI ET199 2 BE e ALK oy o I T FL A P 25080 ) 22 A k3 v 31— N ) v

AR T AT LGB AT T 2 FRCAT Windows #1E 2452 . INEF K PE SCAFRT BASE
FrER1E 2454 Windows 2000/XP/Sever 2003/Vista/ Server 2008/7, 1 ' #Et L &
.

AR

Tk ET199 % fig b sk B2 s TR OEM RS R SCfF,  E R ZHATH PE U
(Windows V-5 F#.exe. .dll. .ocx S50 AT NS EAE . HlanRAIZ s —A4>  “id9:
A7 Fi 7 Notepad.exe, 1% ) 1Y) Notepad.exe SCAH A5 15 FH 8 i % & R0 I i s 8 A RE 4T
TFo EAATNST LI A, HA % 5 ) PE SCHRANBERAT T, BRIASHER “4AH
FroE IR, ITTERIIE T PE SCAF 2421

ET Hae Bl mmE N EARENT:

s 7y AR F LA Bk BT, R AT LR B R R A s e R K, FLIN R S T A A
(VIR B UL T CH 45 H S B N SR AR IINLIAR 2D, SRR R E gk 2,
H win32 V- S gn RIS E AR A 8 RN A, B e SURIINLIR 2 A AN B
TFRE FTE e AT RERIE, PRI 2 e AP G Bk, HanBATTaT LUKE call jump 457
A 8 SUFAS G E SEB RE LR 2 AT A 24 MG 0 Js sei g AR5 H 1), AT A3 A 2
JCVE SRR 7 (1 22 K AN T REHE Tt OB SR ) SIE I o e HL A AN 48 R UL 1) o 50 5 o
AR (WA RELESCREAN AT AR R A Sl 38 0 T n 2% (1 5 %

AR ET R RS B i 3 5 N2 0 1F R GE R AUML S 13 P v A 2 53 2% 11, LA A%
We ET 2Bk ML s s B s AR B AR J L PR A T RE IR

B REREAUNL SR N, i 4 POy SO AL BRI RR B AR AL, N
PN, HENI R EA T LN GEART o b A7 7 ORI A7 J7 2 H 45 2 T i
AP SCAEAEATPRARI A I Bl B AT I, 2ED5ARAS B AT LA N ) AR AR P 1 bR Bbs b1 T 4R
I, A AR AR R T T SO S AT AR E A B AN E ARG AN ST T
BARICEARA R R, T B E RS DR R B AR B BRI I LGRS, 75 ) 2 A F



bRs e H SRR GE A 5 U TS AR R IR B0 SO 2 4R R K, SR A5 (0 Bl A\ R
SE QAT LA A S8 e A7 RN, BRI A 38 2 5 3UAS 2 T A2 I s i 37 B A\ A7
CARI R, T oA E AL IE ] 78 R0 TE H AR ZEOR G IS s U 00 BEAT IR

BEAME R AR Al BB BEAT T SO AL BE, BRSO 2 P T H I ET 4 58 R AU
AT RN R A

IR T Sl s SR Oin BB 2% R AULS 15+ FHOBOWEE Ry, ET
A RE R FUAIL ret 588 LI S T AT B DR P KA AR B



