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Software Developer’s Agreement

All Products of Jansh Technologies Co., Ltd. (Jansh) including, but not limited to, evaluation copies, diskettes,
CD-ROMs, hardware and documentation, and all future orders, are subject to the terms of this Agreement. If
you do not agree with the terms herein, please return the evaluation package to us, postage and insurance
prepaid, within seven days of their receipt, and we will reimburse you the cost of the Product, less freight and
reasonable handling charges.

1. Allowable Use — You may merge and link the Software with other programs for the sole purpose of
protecting those programs in accordance with the usage described in the Developer’'s Guide. You may

make archival copies of the Software.

2. Prohibited Use — The Software or hardware or any other part of the Product may not be copied,
reengineered, disassembled, decompiled, revised, enhanced or otherwise modified, except as specifically
allowed in item 1. You may not reverse engineer the Software or any part of the product or attempt to
discover the Software’s source code. You may not use the magnetic or optical media included with the
Product for the purposes of transferring or storing data that was not either an original part of the Product,

or a Jansh provided enhancement or upgrade to the Product.

3.  Warranty — Jansh warrants that the hardware and Software storage media are substantially free from
significant defects of workmanship or materials for a time period of twelve (12) months from the date of

delivery of the Product to you.

4. Breach of Warranty — In the event of breach of this warranty, Jansh’s sole obligation is to replace or repair,
at the discretion of Jansh, any Product free of charge. Any replaced Product becomes the property of

Jansh.

Warranty claims must be made in writing to Jansh during the warranty period and within fourteen (14) days
after the observation of the defect. All warranty claims must be accompanied by evidence of the defect that is
deemed satisfactory by Jansh. Any Products that you return to Jansh, or a Jansh authorized distributor, must be

sent with freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR REPRESENTATION OF THE PRODUCT,
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE.

5. Limitation of Jansh’s Liability — Jansh’s entire liability to you or any other party for any cause whatsoever,
whether in contract or in tort, including negligence, shall not exceed the price you paid for the unit of the
Product that caused the damages or are the subject of, or indirectly related to the cause of action. In no
event shall Jansh be liable for any damages caused by your failure to meet your obligations, nor for any loss

of data, profit or savings, or any other consequential and incidental damages, even if Jansh has been
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advised of the possibility of damages, or for any claim by you based on any third-party claim.

6. Termination — This Agreement shall terminate if you fail to comply with the terms herein. Items 2, 3, 4

and 5 shall survive any termination of this Agreement.
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Fe, Rl EAR RS, [F) 98 ET-ARM A8, SR )52 LRSI 3 831K SDK, A4 et —JE LA,
AR SRAS I R RN 8K SDK, I HLRC & A 55 S P — il i H . R4 E w2 —JE M1
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# T H (RyARMTool) SKiEATHEME. KUk, ET-ARM 488 LS th 58 4] L4 i ET-ARM LB, (H2&
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ET-ARM IZ2{EER APl 50

1.Dongle_Enum FEEDNSR4ER

DWORD WINAPI Dongle_Enum(DONGLE_INFO * pDonglelinfo, int * pCount);
i«

AR 22 MEH 32 /N HID %8451 32 ) CCID 45 -

i

pDonglelnfo [out] BEAAE BIEE . IS0y NULL IS, pCount 3 [A14% Z1 i ¥ 4 O % H
pCount [out] WA 1% R 3R 2 W] LLIRI A28 HE 32 /S HID #4132 4> CCID 4% -
AR

DONGLE_SUCCESS PAT T -

S =02,
VEE:

NBEME R SERIN RN T, o s BE B AH S R G5 A AR AN 8 SUEAT UL B -

#define CONST_PID OXFFFFFFFF  //tH] W BRI PID
#define CONST_USERPIN "12345678"  //H] B ERIA¥] USERPIN
#define CONST_ADMINPIN "FFFFFFFFFFFFFFFF" // 1] I ERIA ) ADMINPIN

ERINAT PIN AL SRR ECA TC IR 1l . AR 4 AP RS AT UG 40 BT 2 [F] I #1454k PID A1 ADMINPIN (PID A7) 5204,
ADMINPIN A 5 %)

BHER:

typedef struct

{
unsigned short m_Ver; //COS R4S, Eblin: 0x0201, &7 2.01 Al
unsigned short m_Type; //77 T . OxFF RontriERR, oxe0 NI B4, oxe1 N
I B R U B4, exe2 kR U BBt
unsigned char m_BirthDay[8]; // T HA
unsigned long m_Agent; / /AR G5, Hhin: BRIAY OxFFFFFFFF
unsigned long m_PID; / /77 ID
unsigned long m_UserID; //H 1D
unsigned char m_HID[8]; //8 “F st 1D
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unsigned long m_IsMother; [/ RHERR R . exe1 FKon & BH, 0x00 FKIiRASE RHM
unsigned long m_DevType; // %4257 (PROTOCOL_HID 5% PROTOCOL_CCID)
} DONGLE_INFO;

2.Dongle_Open FJFFINZR4EH

DWORD WINAPI Dongle_Open(DONGLE_HANDLE * phDongle, int nindex);
LR

FIHE € BN B iR e A

4.

phDongle [out] ARSI RFT I LY, 2 E 7

nindex [in] BT 0 MRIME. FRRITHFHRBIELI N 8.
AR
DONGLE_SUCCESS FIFHF Lo

KR 5|5 HIE X

#define
MAKEDWORD(x,y) ((DWORD)(((DWORD)(x)<<16)&0xFFFF0000)|(DWORD)(((DWORD)(y)&0x0000FFFF)))

Horp x R 0 FHIARIINESIMR TIME, y RoRUESAT RIS (BUETER: 0~63). BT 58 0 S
55 2 MEE, 2% nindex (15 MAKEDWORD(0,1).

3.Dongle_Close XA EH

DWORD WINAPI Dongle_Close(DONGLE_HANDLE hDongle);
AR

RAFTIT B8t .

4

hDongle [in] FTH BN B A

AR B -

DONGLE_SUCCESS KR o
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4.Dongle_GenRandom FEEERBHNEY

DWORD WINAPI Dongle_GenRandom(DONGLE_HANDLE hDongle, int nLen, BYTE * pRandom);

e

B 4 B PR B AT R4

S

hDongle [in] FTOT N B A A .

nLen fin] TR BEN LB, Ten MEVETEREN 1~128.
pRandom [out] BEMLECZZ R X

AR

DONGLE_SUCCESS IR BEH LA T -

5.Dongle_LEDControl LED $zl

DWORD WINAPI Dongle_LEDControl(DONGLE_HANDLE hDongle, int nFlag);
LA :
LED (T [zl A . B AR PR R AT 424 o

S
hDongle [lin] FT IR B ) 4 o
nFlag [in] PEHIZEAY, Hlin: flag=LED_ON, FK/s1ZHl| LED NATIRES:
flag = LED_OFF, FR/n%Hil LED N KIPPIRES;
flag = LED_BLINK, FR/n#%Hl| LED ANFRIPIRES
I [ -
DONGLE_SUCCESS A PAT ) -
EEE
LED fTIRZE a0 h -
#define LED_OFF 0//%1°K
#define LED_ON 1//075%
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#define LED_BLINK 2 /1T

6.Dongle_ReadFile EEENEE (4

DWORD WINAPI Dongle_ReadFile(DONGLE_HANDLE hDongle, WORD wfilelD, WORD wOffset, BYTE*
pOutData, int nDatalen);

R
BRI BN BOEE SO o 208l SO (S OB BR kT B N B B0

S

hDongle [in] FTTF I Bl A A o

wFilelD [in] SCAF 1D

wOffset [in] A wFL & .

pOutData [in] HHRZEMIX .

nDatalLen [out] ZH) pOutData MK, B fR KK AR 1024 4>775
AR

DONGLE_SUCCESS B ECEHE ST A

7.Dongle_VerifyPin BI&ERHE

DWORD WINAPI Dongle_VerifyPin(DONGLE_HANDLE hDongle, int nFlags, char* pPIN, int* pRemainCount);

i

REB0 2T

A

hDongle [in] FTIF (A I 8 A4

nFlags [in] PIN 367 . BRINSHUIE Y FLAG_USERPIN

pPIN [in] PIN f5,

pRemainCount [out] Pl A EXEL. IR 7] 0x9000 Fon AL 17253 Fonfl A cdl; 255 %
A AN BR ] FE RO

IR A
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DONGLE_SUCCESS BB R -

RIS R, RREU IR BHE R A A R R BRI (BRI &
OXFFFFFFO0) == DONGLE_INCORRECT_PIN, B[l J5 P e /n T 4 IR EL

R

PIN AR 5E LUTF

#define FLAG_USERPIN 0//H " PIN
#define FLAG_ADMINPIN 1 //HF K7 PIN

8.Dongle_ReadData iZEAYEHEZFEX

DWORD WINAPI Dongle_ReadData(DONGLE_HANDLE hDongle, int nOffset, BYTE* pData, int nDatalen);
T :

T ECBH PN R X B . B X kAL 8k, i 4k(0~4095) iR S A AR BE K], 5 4k(4096~8191)4F B AL
FRATEE, (HEATS,

ZHY:

hDongle [in] FTITHIIN B A o

nOffset [in] a2 . UL 078191,

pData [out] SRR 2 X

nDatalen [in] ZH pData HIZEMT X K/, HORARERET 1024 4715
AR

DONGLE_SUCCESS I DX s R -

9.Dongle_WriteData S\ EIETFEX

DWORD WINAPI Dongle_WriteData(DONGLE_HANDLE hDongle, int nOffset, BYTE* pData, int nDatalen);
i

BN BORE X R . BORE X /N E 8k, BT 4k(0~4095) (IR E KA RURFEE], J5 4k(4096~8191)F B AL
PRATE, (HREAWE,

2
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hDongle [in] FTHF I B A4

nOffset lin] W2 . 5 E7E 0~8191.

pData [in] EPNINEVE/aE U LR

nDatalen in] Z4 pData LM X KN, B RA R 1024 A7
yACIEER

DONGLE_SUCCESS 5 NFRE XA %

10.Dongle_RsaPri RSA FAtAIEE

DWORD WINAPI Dongle_RsaPri(DONGLE_HANDLE hDongle, WORD wPriFilelD, int nFlag, BYTE* pinData,
int ninDatalen, BYTE* pOutData, int* pOutDatalen);

(LR
PR AR s B PR IR T8 RSA RV SCAFRORLRR, 75 RSA FLBHSCAF QIR N BEE

24

hDongle [in] FTIT I B A4 .

wPriFilelD [in] RSA FABHSCAF 1D,

nFlag [in] BFIA, I, FLAG_ENCODE F/NN%i8%5L; FLAG_DECODE /N
fiB B 1B 5

pinData [in] BN E

ninDatalen [in] 23 pInData f K/

pOutData [out] BRI X .

pOutDatalen [in,out] Z4 pOutData [ /NTIR [B] 40 K/

yAEIE(EE

DONGLE_SUCCESS RSA FAEHIZ 5T -

HE:

15T a8 i 58 s N BE K B /N T AL 1D A wPriFileID HIZEAMI B4 A 8 W5 11, DUEZE R A &6
#17 padding

255 T e S N B K A 405 wPriFilelD H¥E /125 5307 ZbR LA 8 HIME —F (b an 1024 A1 28R N
128, 2048 K 256)
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EFis
3.5 I A padding 75 3 4:PKCS1_TYPE_1 (Bl 45 —/N77158 0x01, 2 HEH 75 0XFF)
IR bR 58 SR

#define FLAG_ENCODE 0 //hnE

#define FLAG_DECODE 1//%

11.Dongle_RsaPub RSA 2BizE

DWORD WINAPI Dongle_RsaPub(DONGLE_HANDLE hDongle, int nFlag, RSA_PUBLIC_KEY* pPubKey, BYTE*
piInData, int ninDatalen, BYTE* pOutData, int* pOutDatalen);

Ui A .
RSA NHIEH, BELABIRATA .

ZHY:

hDongle [in] FTIFHI I B A4 o

nFlag [in] BHEIM, B0, FLAG_ENCODE K/nIN% &% ; FLAG_DECODE RInfi#
pPubKey [in] RSA AFAKE . 1ZHHE R IET A2 i RSA AFAEART (¥ A EH K -

plnData in] WANEE .

ninDataLen [in] Z¥J pInData I K/N.

pOutData [out] Wb EEREZ X .

pOutDatalen linout] 2% pOutData f R /NFIIR [ R EHE KN

yAEIE(ER

DONGLE_SUCCESS RSA AEHIZE ).

LT B S A AN B LN T pPubKey HR/RIIESIM BB L 8 sk 11, DUELE R E A EFREAT
padding ;

2N T RIS H N B K A1 pPubKey HHRSIEHAERLL 8 MIME—F (b 1024 7% 51N
128, 2048 i N 256) ;

3N &5 padding 757 2 9:PKCS1_TYPE_2 (RIS — AN 0x02, B A RENED -
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FEGit1s
12.Dongle_EccSign ECC FASAER

DWORD WINAPI Dongle_EccSign(DONGLE_HANDLE hDongle, WORD wPriFilelD, BYTE* pHashData, int
nHashDatalen, BYTE* pOutData);

Pi A .
BRI A P AR B ke T8 ) ECC RLVEA ST IR, 78 ECC RABH SCAF BRI 1 72

24

hDongle [in] FTOT RN B A A .

wPriFilelD in] ECC ALEH A4 1D,

pHashData [in] Hash %z .

nHashDataLen [in] 2 pHash 1A/,

pOutData lout] 425, K/EEN 64 F715(256 17 ECC HHEERILF,192 fi7 ECC I £ 4%
ffr4h 0).

yAEIE(ER

DONGLE_SUCCESS RIRNZZ )

HEE:
1.8 %5 44 9% M: ECDSA_Sign

251 \ 1] Hash {E K FE 5 ECC RVAI B K B A ¢, W A% 80 2 192 A7 1), U hash (K A Redid 24(192/8
= 24) 7, IR 256 AL, hash {H K FEAREBRL 32(256/8 = 32)774)

3.4 =% N:EC_NIST_PRIME_192 J% EC_NIST_PRIME_256
13.Dongle_EccVerify ECC 22518 E

DWORD WINAPI Dongle_EccVerify(DONGLE_HANDLE hDongle, ECCSM2_PUBLIC_KEY* pPubKey, BYTE*
pHashData, int nHashDatalen, BYTE* pSign);

Tt B
P
ZH

hDongle [in] FTH BN 2B AW
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pPubKey [in] ECC A 81%dh .

pHashData [in] Hash 4

nHashDatalen [in] 2 pHashData [f] K/,

pSign in] BB . K/NE 2N 64 75, N Dongle_EccSign PRZIR [AI ) pOut %1
o

A ELER

DONGLE_SUCCESS RIS I, 75 W R 7R 56 25 SR

R
1.8 N %544 5% 9 ECDSA_Verify

2.5\ [P Hash B K 5 5 ECC AAVHRI B A A 5%, dn 25572 192 719,11 hash 5 K A RE#EIL 24(192/8
= 24)F N, WnHEPE 256 AL, hash (K EA RGBT 32(256/8 = 32) 7.

3.114: 2% 4:EC_NIST_PRIME_192 % EC_NIST_PRIME_256
14.Dongle_TDES 3DES 158

DWORD WINAPI Dongle_TDES(DONGLE_HANDLE hDongle, WORD wKeyFilelD, int nFlag, BYTE* pInData,
BYTE* pOutData, int nDatalen);

Tt B«
fip s ia Sl A AR BIAT, I 18 SR PR R 3 S SR AORLRR -

24

hDongle [in] FTIFI N B A o

wKeyFilelD lin] FHA A 1D,

nFlag fin] BERAL, BIl, FLAG_ENCODE /RN i85 ; FLAG_DECODE /Nl
BH.

plnData lin] WANEARZ X .

pOutData [out] AR E DX o KN ER N BRI X AR TR, N
ZEPIX AT LA — A

nDatalen [in] Z4{ pInData AIHHE K/ o B 2R 16 MREHAS, o v iR KA 2

1024,
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15.Dongle_Seed FhFIBI=ZE

DWORD WINAPI Dongle_Seed(DONGLE_HANDLE hDongle, BYTE* pSeed, int nSeedLen, BYTE* pOutData);
i«
B AR PR TS, A e, )R] 20 5 AN R

24
hDongle [in] FTOT N B A A .
pSeed in] LTPANGOR LR T €T
nSeedLen [in] PRS- . BUE G 17250 15,
pOutData [out] i R g X it R/ E D 16
AR
DONGLE_SUCCESS PP IE T .
HE:

1R FRY S PID 5%, Z8{(B) PID=FFFFFFFF) A REHEAT Fl FAdiz 5,
2R RIS RS H IR B -1, ISR 0 5 R ECE A e -

16.Dongle_GetUTCTime SREYNNZZ40iAY uTC AA]

DWORD WINAPI Dongle_GetUTCTime(DONGLE_HANDLE hDongle, DWORD * pdwUTCTime);

24

hDongle [in] FTIT (I S A A .
pdwUTCTime [out] I TRJE

yAEIE(ER

DONGLE_SUCCESS FREL UTC I [A) Bl 2l

17.Dongle_GetDeadline SREVINZX X ZIHARY &)

DWORD WINAPI Dongle_GetDeadline(DONGLE_HANDLE hDongle, DWORD * pdwTime);
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S
Yt :

e 44 BB B AT 3R E

24

hDongle [in] FTHF (025 B A A

pdwTime [out] SRICAEIH uTC B AME

Fr*pdwTime = OXFFFFFFFF, 37~ ABR i1 1) 3 ik 7]

#+(*pdwTime & OXFFFFO000) == 0, {HF/NiEH 4 JL/ N
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18.Dongle_RunExeFile IZ{TaI M {TIEF

DWORD WINAPI Dongle_RunExeFile(DONGLE_HANDLE hDongle, WORD wtFilelD, BYTE * pinOutBuf, WORD
winOutBuflLen, int * pMainRet);
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hDongle [in] FTIT I B A4 o

wFilelD [in] FIHAT AR SO 1D

pInOutBuf [in,out] i N AR R X

wInOutBufLen in] i N3 BRI IX pInOutBuf H1K7N

pMainRet lout] B AT AT FE T main BREIR BIME, TLACH NULL.
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#define  DONGLE_SUCCESS
#define  DONGLE_NOT_FOUND
#define  DONGLE_INVALID_HANDLE
#define  DONGLE_INVALID_PARAMETER
#define  DONGLE_COMM_ERROR
#define  DONGLE_INSUFFICIENT _BUFFER
#define  DONGLE_NOT_INITIALIZED
#define  DONGLE_ALREADY_INITIALIZED
#define  DONGLE_ADMINPIN_NOT_CHECK
#define  DONGLE_USERPIN_NOT_CHECK
#define  DONGLE_INCORRECT_PIN
#define  DONGLE_PIN_BLOCKED
#define  DONGLE_ACCESS_DENIED
#define  DONGLE_FILE_EXIST
#define  DONGLE_FILE_NOT_FOUND
#define  DONGLE_READ_ERROR
#define  DONGLE_WRITE_ERROR
#define  DONGLE_FILE_READ_ERROR
#define  DONGLE_FILE_WRITE_ERROR
#define  DONGLE_FAILED
#define  DONGLE_CLOCK_EXPIRE
#define  DONGLE_ERROR_UNKNOWN
iEES PSS 2(E
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#define  DONGLE_FAILED_NET_CONNECTED
#define  DONGLE_FAILED_NET_FULL
#define  DONGLE_FAILED_NET_NOTFINDNETLOCK
#define  DONGLE_FAILED_NET_NOCONNECTED
#define  DONGLE_FAILED_NET_DELETED
#define  DONGLE_FAILED_NET_DENIED
/] W £ 18 IR [RE
#define  R_CONNECTFAILED
#define  R_SENDDATAFAILED
#define  R_SENDDATATIMEOUT
#define  R_CREATESOCKETFAILED
#define  R_RECVDATATIMEOUT
#define  R_RECVDATAERROR
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