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Software Developer’s Agreement

All Products of Jansh Technologies Co., Ltd. (Jansh) including, but not limited to, evaluation copies, diskettes,
CD-ROMs, hardware and documentation, and all future orders, are subject to the terms of this Agreement. If
you do not agree with the terms herein, please return the evaluation package to us, postage and insurance
prepaid, within seven days of their receipt, and we will reimburse you the cost of the Product, less freight and

reasonable handling charges.

1. Allowable Use — You may merge and link the Software with other programs for the sole purpose of
protecting those programs in accordance with the usage described in the Developer’s Guide. You may

make archival copies of the Software.

2. Prohibited Use — The Software or hardware or any other part of the Product may not be copied,
reengineered, disassembled, decompiled, revised, enhanced or otherwise modified, except as specifically
allowed in item 1. You may not reverse engineer the Software or any part of the product or attempt to
discover the Software’s source code. You may not use the magnetic or optical media included with the
Product for the purposes of transferring or storing data that was not either an original part of the Product,

or a Jansh provided enhancement or upgrade to the Product.

3.  Warranty — Jansh warrants that the hardware and Software storage media are substantially free from
significant defects of workmanship or materials for a time period of twelve (12) months from the date of

delivery of the Product to you.

4. Breach of Warranty — In the event of breach of this warranty, Jansh’s sole obligation is to replace or repair,
at the discretion of Jansh, any Product free of charge. Any replaced Product becomes the property of

Jansh.

Warranty claims must be made in writing to Jansh during the warranty period and within fourteen (14) days
after the observation of the defect. All warranty claims must be accompanied by evidence of the defect that is
deemed satisfactory by Jansh. Any Products that you return to Jansh, or a Jansh authorized distributor, must be

sent with freight and insurance prepaid.

EXCEPT AS STATED ABOVE, THERE IS NO OTHER WARRANTY OR REPRESENTATION OF THE PRODUCT,
EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE.

5. Limitation of Jansh’s Liability — Jansh’s entire liability to you or any other party for any cause whatsoever,
whether in contract or in tort, including negligence, shall not exceed the price you paid for the unit of the
Product that caused the damages or are the subject of, or indirectly related to the cause of action. In no
event shall Jansh be liable for any damages caused by your failure to meet your obligations, nor for any loss

of data, profit or savings, or any other consequential and incidental damages, even if Jansh has been
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advised of the possibility of damages, or for any claim by you based on any third-party claim.

6. Termination — This Agreement shall terminate if you fail to comply with the terms herein. Items 2, 3, 4

and 5 shall survive any termination of this Agreement.
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H X

ET-ARM FEIR T <ottt sttt sttt et s st s s st ssasssnes 1
SOftware DeVelOPer’s ABIrEEMENT.......cuuieiiiiiitienniiesiiitrerrensssssssterernnsssssssssssesnssssssssssssssnsssssssssssssssnnnsssssssssanes iii
ET-ARM FHFTFREIETE K cvvrvreurerersesensesessesessesessssessssssssssssssssssssssssssssssssssssssssssssssssssassssnssssssssssssssassssssssssssssassnns 2
FHTT AP Tl oottt 2
1.00ngle ENUM BIZEMIBEEI .....ooovieeeeeeeeeeeeeeee ettt ettt ettt ettt ettt st ssae bt e s e s et et et s s ana st s e et et et es s s e 2
2.Dongle_Open F] FF N4 ...
3.D0Ngle_RESEESTALE T FRTRAR cooviveveieeeetct ettt ettt ettt ettt a et ettt e sttt s s et t et et et et et et et s s snanasaea et et asesesesenasananes 3
4.00Ngle_ClOSE TEIITIEEAI .. .veveeeeeeeetetee ettt ettt ettt ettt ettt a et ettt et e b et et b et et et et et ettt s s s s e aeaeteterans 4
5.Dongle_GenRaNAOM FEAEFEHLEL ...vvvrieiereeeeeceeeeee ettt ettt ettt ettt et et b ettt es s e s aeaet et et et et esesenasananeis 4
6.00NEle_LEDCONLION LED FE oottt ettt sttt ettt et et s sttt et et et ae st es et et eae st et et esenans 4
7.Dongle_SWitchProtocol TIHIB THIIN o .. iveverereeeiceeeeeecetete ettt ettt ettt b ettt es s s asaeaetesesesessasasananens 5
B.DONGIE_RFS MK KL ..ottt st e et aer ettt rans s 5
9.D0ngle_CreateFile BITE IEAE ..ottt ettt bttt bttt a st s et st et senas 6
10.DONEIE_ WILEFIIE 5 A ..ottt ettt ettt ettt et et a s ettt e sttt s s s ast et et e s et et es s s e ne st st et et esessssees 9
11.Dongle_ReadFile TEHUETIHE SUAE «...ooeeeeee ettt ettt bbbttt bttt et 9
12.Dongle_DownloadExeFile HLE T EE T HAT SUEE «ooveieeeeeee ettt 10
13.D0ngle_RUNEXEFIlE B AT T HATEEIT covvivevieereteecte ettt ettt sttt e a e sttt s e st et ae b nan s s 11
14.D0Nngle_DeleteFile B STAE ..ottt ettt ettt ettt ettt ettt ettt ettt 11
15.D0NGIE_LISEFIIE FU ST ©.voveeeeeeeceeteeet ettt ettt sttt sttt a et et s st n s st es s st enses st s s e s s sesae s s senaesaneans 12
16.Dongle_GenUnIQUEKEY MHE AU ..ottt ettt ettt sttt a e 13
17.D0Ngle_VerifyPIN BEIEZERL ...oveeeeeeeeeeeeeeeeeee et se s s s st sttt s s ss e s seessessensesanssnss s st s st en s sansans 14

18.Dongle_ChangePIN B 3575 ...

19.Dongle_ResetUserPIN FEL B FH 7 PIN FE ......ovuiveeieeeeeeeee ettt sa s s s sssn st sans 15
20.D0ngle_StUSErID B E T ID ...ttt sttt sa et a et s ettt s ettt a e snes 15
21.Dongle_GetDeadline FREL I TH].......oviverereeieeeeeeeeeete ettt ettt ettt s st tet et et e s s esasanananens 16
22.Dongle_SetDeadline B B EIHFTIH] ....cuovoieiveriiecreeicte ettt b ettt st nas 16
23.Dongle_GetUTCTime FHL UTC B TH]....cvieieceeeeecceeeee ettt sttt st s s se sttt en s en s s snen 17
24.Dongle_ReadData BEHUEIHE FEAE DX ....vveveeeeeceveees e se e ss s ses s ane s an s senes 17
25.Dongle_WriteData 5 ABIHETTAE DX ..cveveeeeeeeeeceeececte ettt sttt a st et ae s st st nas 18
26.Dongle_ReadShareMemory T2 HUIE ZE PUAFEIIE «...oocvveeeceeeece ettt sttt 18
27.Dongle_WriteShareMemory 5 AN 3L Z N A7 5 .. ...18
28.Dongle_RsaGenPubPriKey 745 RSA AATAEH c..oecv ettt sttt 19
29.D0Ngle_RSAPIT RSA FABHIB I ...ttt n e a s s 20
30.D0NZIE_RSAPUD RSA A HIB B ..ottt sssn s s sssansanen 21
31.Dongle_EccGenPubPriKey =45 ECC ATAEH oottt sttt 21
32.D0Ngle_ECCSIEN ECC FABHZE A o oottt ettt sttt ettt n e st st s s s s s st naes 22
33.D0ngle_ECCVErify ECC A AR ..ot ettt st s st s st sesas s s s sa s s e s sen s s sensesarenan 23
34.Dongle_SM2GenPubPriKey =4 SM2 AFLEH ... .23
35.D0Ngle_SM2SIZN SM2 FABAZE D .ottt sttt ettt enae 24
36.Dongle_SM2Verify SM2 ABTIELE ..ottt st sttt sttt en e st enae s enan 24
37.D0NElE_TDES 3DES MIMREE ..ottt et s ss sttt st s st e s s s s sas s s e s st s s e sastassesasessasassan s s sensesarsnan 25
38.D0NEIE_SMA SIMA JTTESE ...ttt ee s ss s st s sttt s st e s s s esas st e sas s s s e sas s sesasansesassansesassensesasenen 25
39.D0NEIE_HASH HASH JB B ....eeeeeeeeeete ettt et s et s st a et s st es st es s e e s s s aesenssaesasssaesanssaesensssesnssaesenantanas 26
40.D0NGlE_SEEA Tl T HIIEIE ..ottt sttt a e sttt 26
41.Dongle_LimitSeedCount B B FH T HBIB BIREL c.ooceeeeeeeeeeceeeeee ettt et n s en e en s 27
42.Dongle_GenMOotherKey FllAEREB ......c.ovceeeeecee ettt ettt et a et ena s en s enesaennaeen 27
43.Dongle_RequestInit Z5 BRI P25 K v .28
44.Dongle_GetInitDataFromMother M REEIZREL A FE B ..ottt aen 29
A5.D0NZIE_INIESON ZETE T 1orveeceee ettt e ae e ee st s e e n s st en et en e st en et st en s st en et st en st st s sreas 29
46.Dongle_SetUpdatePriKey B B AZEFETF AT co.veeceeeeeeee ettt et aeen 30
47.MakeUpdatePacket FIAEIZEFETE ZLEL ..vurueeeeecee ettt ee et s et s st s st aesen st ens e s s s s senasaennanen 30
48.Dongle_MakeUpdatePacketFromMother BEB{HIAEIEFREFFZAD ...oovveverieeeecriecre et 31
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49.D00Ngle_UPdate TZEFETHZE Tl cucveverereeeeeeeeeeeeectete ettt ettt sttt ettt et e sttt et ettt ettt tns 33

FHTT APE BB AR ettt s et e et et et et et et ee et ee et s s e s e s eeseaeseseseseseseseseseseseeeeeteeee et enesenennaes 33
ET-ARM G P T BT FEFETF AR cvrveeeereereeessesesessessesssestesssestesssetassssstesssssesssentesssstessnestessnsssessnsssessnsssessssssenes 35

PRTEIRBE LIRS oottt 35
i T 7 g OO PO 37
Sy P o 2 OO
T TBLEIHIX oottt ettt ettt a ettt st s st n et ena s tnan
NP X
FELFTRBEZE ] v eeese st 8 88588
BN R0 AP 2
1.Create_file BT SUAE oottt ettt ettt ettt et s et et st et et ettt s 40
2.00A0_FIle T LA oottt ettt ettt ettt a et ettt et ettt a ettt et et ettt e s e e s e e et et et et esasesenanananes
3.write_file 5 1
4.delete_file M& 4
5.get_keyinfo FRENMIEEBIIB IS oottt bttt sttt et et a et bt s st nas 43
6.led_control LED %
7.8t_random FEAEBEMLEL ..oooviveeeeeeee ettt ettt ettt et et a ettt s et nas
8.get_tickcount B4 _I- FLH []
9.get_realtime HUELSZITTA] 1.ovuieiececeeeeeeeee ettt
10.get_expiretime FUHITTH] L.....ooiiriecee ettt et ettt sttt bttt e e
11.get_sharememory TEFETEPUTT (oot bttt sttt sttt a s
12.set_sharememory 53t Z N X
13.rsa_genkey P42 RSA AFAEH oviviviececeeee e
14.rsa_pri RSA AR BEIZ B oo
15.rsa_pub RSA AFHNIEZEIZE ooovveeeee e
16.ecc_genkey F7AE ECC AT oo
17.ecc_sign ECC FABHIZ B oo e
18.6CC_Verify ECC ABHIZTR oottt ettt bttt a st a ettt s st bttt n e e
19.5M2_geNKEY FEAL SM2 A TAET ..ottt ettt sttt sttt n et en et en et naans
20.sm2_sign SM2 A fHiz &
21.sm2_verify SM2 A iz E
22.£d@S TDES JIHABEEIB IR oottt eas sttt s e85 S seEstse
23.sm4 SM4 JIff# e 5
24.SAL SHAL JB B ..ottt ettt 8RR nnes
25.SM3B SIMB JB B ...ttt
26.5000 FH T HIIB B ..ottt ettt ettt a ettt a sttt b e et st n et et n e et s st e s s s et enas

I ZRE APL T ettt et et et e et et et et eae et e e et e et et et e e eetesee e et et e et en et eae et eaeae et eneateneneees 54
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ET-ARM RFIMIEEER 2 R 32 A2 ARM i HERER e RO H, KT ET-ARM RAIMNEBFITF &, A
T —EFEEN AP O —EZE T MRBRER, ROKREEME TP M. 3 RS54 781
WA O R, HEH B,

KR EE A B P UHE AP DL A SR 48R B v ARG T, T FRAT T I A i o o 7
BT — AR B, DUME A PR R IR P T 2% . JATm A PR AR~ #2745 ve. vB6.0. PB
(PB8. PB10). Java. Delphi7. C#. BCB2007 LA K ARM FJPATHEIT . BEANE 5 (7R BIFE 7 #8 LT ii5E T ET-ARM
PIFTAH O, JEAR EHSCIL T ET-ARM BT E Dife . AE S FIRBIRE P et 7+ 2 AR Biigy, 1w Ha
AT AR . 3 4h, WA n] DU B 1R 75 5K = 8 R0 58 AR G R IR 7
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ET-ARM BRPIEFEH &

ET-ARM JIZ48i 2 —3 ARM WAZIINES, LERETEERINAREFED, CRZF RGN ZFIF
RiES . FF APLEERME T ET-ARM IS LA Thae, KBk £/, mREAH%E, 7
J7TH, APLIETCE I XUA YAEMINE 73, AR5 1L T B HEE R BR .  F i —— 4 ET-ARM
JUAPI B2 .

R AP 0O

1.Dongle_Enum $T2EINZR4E0

DWORD WINAPI Dongle_Enum(DONGLE_INFO * pDonglelnfo, int * pCount);
i

AR B % M 32 AN HID 4 32 4 CCID B 4% .

ZH:

pDonglelnfo [out] BAE B, 4IZH0N NULL I, pCount 3% [k B (14 & % H «

pCount [out] WESH . 1ZREURZ T LRI M H 32 4N HID B4 32 4> CCID % &
IR JEE
DONGLE_SUCCESS PAT T -

T

NBEAE R SERIN R NN T, o s BE B AH S R S5 A AR AN 8 ST VLB -

#define CONST_PID OxFFFFFFFF  //H ) K ERIAF) PID
#define CONST_USERPIN "12345678"  //H] B ERIA) USERPIN
#define CONST_ADMINPIN "FFFFFFFFFFFFFFFE" / /] B 2RI ADMINPIN

ERINAT PIN AL SRR BCATC IR 1l . AR 4 AP S AT a5 10 B 2 [R] IS #1454k PID A1 ADMINPIN (PID A~A] 5204,
ADMINPIN A %)

ENIEYSE
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typedef struct

{

unsigned short m_Ver; //COS A, Ehl :0x0201, £ IR~ 2.01 fix

unsigned short m_Type; /[T 2T . OxFF FRERR, oxee M fhel,oxe2 U AL
unsigned char m_BirthDay[8]; /T H#

unsigned long m_Agent; / /AR GRS, Eedn - BRIAAY OxXFFFFFFFF

unsigned long m_PID; //7= i ID

unsigned long m_UserID; //H 7 ID

unsigned char m_HID[8]; //8 Fi ItE{t ID

unsigned long m_IsMother; [/ EibRE . exel RN I, oxee KnA S BE
unsigned long m_DevType; // %4257 (PROTOCOL_HID E{# PROTOCOL_CCID)

} DONGLE_INFO;

2.Dongle_Open FTFFINER4H

DWORD WINAPI Dongle_Open(DONGLE_HANDLE * phDongle, int nindex);

AR

FTIFHRE R B .

ZH

phDongle [out] FIRTRET . TRFTIT R, AT

index [in] BT 0 MRIME. RTINS LT a8
iR [l -

DONGLE_SUCCESS IR

3.Dongle_ResetState iGPRIATS

DWORD WINAPI Dongle_ResetState(DONGLE_HANDLE hDongle);
YL

THER PIN BB IEIRAS . RN E SRS R4

ZH

hDongle [in] FTH BI85

EEIEIER

DONGLE_SUCCESS PAT L«
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4.Dongle_Close EFANNZR 4

DWORD WINAPI Dongle_Close(DONGLE_HANDLE hDongle);
i

RHAFTIT BN B

24

hDongle [in] B I B ) M .

AEIEIE

DONGLE_SUCCESS KR o

5.Dongle_GenRandom FEAEREHEN

DWORD WINAPI Dongle_GenRandom(DONGLE_HANDLE hDongle, int nLen, BYTE * pRandom);

PLEA:

AU T (o

S

hDongle [in] FTIF B0 26 B A A

nlen [in] ALK, nlen IHUETVERDY 17128,
pRandomBuffer [out] BENLEZZ PTIX .

G

DONGLE_SUCCESS FREBEALEL R o

6.Dongle_LEDControl LED $zil

DWORD WINAPI Dongle_LEDControl(DONGLE_HANDLE hDongle, int nFlag);

i

LED AT R4 il A o BE A AUBR R AT 44 o

ZH

hDongle [in] FTTF I E A -

nFlag [in] ISR, fIh: nFlag = LED_ON, F/R{%H] LED NEAPRAS
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nFlag = LED_OFF, ZFR/N#%HiI| LED A KRS

E.

nFlag = LED_BLINK, ZF/~#5Hil] LED AAFRIIIRE .

iR [EE

DONGLE_SUCCESS A PAT ) o

HE:

LED fJIRZS € a1 h -

#define LED_OFF 0//K
#define LED_ON 1//4T%
#define LED_BLINK 2 /4TI

7.Dongle_SwitchProtocol FJiER Y

DWORD WINAPI Dongle_SwitchProtocol(DONGLE_HANDLE hDongle, int nFlag);
R

P PAT TN JE a8 4 A 3h E S T P A)RS hDongle 264k, INFH#RAE, 15 HE BT 8. %
BRAE NG AR 7 PIN 522 J& ICaT 4 H

S
hDongle lin]  FTHFRIINEE B AR .
nFlag lin] PR, #lh0: nFlag == PROTOCOL_HID, /K Inasaii) 4 A HID ¥4
nFlag == PROTOCOL_CCID, F/~¥ & 8iv1# A cCID # 4%
IR [AME :
DONGLE_SUCCESS PAT B -
R
APPSR e L
#define PROTOCOL_HID 0 //hid #HX
#define PROTOCOL_CCID 1 //ccid HhiX

8.Dongle_RFS —{EIkE

DWORD WINAPI Dongle_RFS(DONGLE_HANDLE hDongle);
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T B«

AR, B PID. HT PIN RS TR PIN 4%, kR B RS, Ira S AR
HRBIE RS S350, AT BRI JE I & Bl 2 F S E R AT ITHIAIAE hDongle X8 H 855 1, i 4, 1
PR IFAT IO 2R E L UEIGUETT R PIN B2 J5 5 Al ] o

24

hDongle [in] FTIF AR B A A7 o
yACIEER

DONGLE_SUCCESS PATHT -

9.Dongle_CreateFile S {4

DWORD WINAPI Dongle_CreateFile(DONGLE_HANDLE hDongle, int nFileType, WORD wkilelD, void *
pFileAttr);

IR

RN SCRF T BAT SO B . 2R T BT R AU

24

hDongle [in] FTIF I B A A .

nFileType  [in] AEZEAY, nFileType = FILE_DATA, Z/~ AN H0E C 1k
nFileType = FILE_PRIKEY_RSA, F/nfillZ# RSA FAEHSCAE;
nFileType = FILE_PRIKEY_ECCSM2, F/rfI%: ECCSM2 FAEH 145
nFileType = FILE_KEY, X/~ SM4 F 3DES % HH 04+

AN FF nFileType = FILE_EXE [ /287,

wFilelD [in] 1D
pFileAttr [in] SO JE M . S EK) 4580 : DATA_FILE_ATTR. PRIKEY_FILE_ATTR B, KEY_FILE_ATTR.
R [EME
DONGLE_SUCCESS BT
W
Bl A S

1.RSA RABSCAF SEVRAIE I i KB N 8 4
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2.ECCSM2 FAEA UM o B I B KB 16 A4

3.3DES/SM4 A0 e v B i REE N 32 4>

4T PAT A SV BB ECR Y 64 AN, R/ ANRE L 64K

5. B U BN BUR B A S TR /NI SR R G AR R 5, RO 54 4> fildn, SCHR A
A 252 7Y, E AR 54 DICIE; IR/ 1024 7Y, REFAIE 31 43CfF, AR
SCHER/NBEN 4096 1T, BRZ AR 9 N SCfF. BT SERRRLA SO NOE L L R A%, AT B AT IR

T 8 SN2
SR E AR
#define FILE_DATA 1 / /38 s S
#define FILE_PRIKEY_RSA 2 //RSA FhEH 14
#define FILE_PRIKEY_ECCSM2 3 //ECC B3 SM2 AU (SM2 AL SCHERT ECC FARH U F4E)
#define FILE_KEY 4 //SM4 Fl 3DES %40
#define FILE_EXE 5 / /AT HAT S
B G AR AL
typedef struct
{
unsigned short m_Read_Priv; //iAR: @ N/ ELARER; 1 s/ B 2 Nk
PR AR
unsigned short m_Write_Priv; //EHR: o N/ EARIR; 1 /B 2 NE/hFR
PR AR
} DATA_LIC;
HHE SO T 1 A S5
typedef struct
{
unsigned long  m_Size; [/ BAR SR, i E R KA Re T 4096
DATA_LIC m_Lic; / /3%

} DATA FILE_ATTR;

AAEHSCAF AL A

typedef struct
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_ DOE
{
long m_ Count;  //FIVAUHL: @xFRFFFFFF Fm NI, IRE] @ #m Ol il
unsigned char m_Priv; //UIBUR: @ MEUNEARUR: 1 EUNEBR: 2 WEMFR
PTALAR

unsigned char m_IsDecOnRAM; //;&f5 &/t NAFH LN : TRUE ATENAFHIHN, FALSE ATE
FLASH A% Jik

unsigned char m_IsReset; //HPERAELTEIEREAE: TRUE NERZIEAS
(FFRFEAASZULFRE)
unsigned char m_Reserve; /1R, T 4 7 X5F

} PRIKEY_LIC;

ECCSM2/RSA FAEH SO Jg M 2 d 45 4

typedef struct

{

unsigned short m_Type; / /BRI cEccsM2 AAEH B RSA FA%H

unsigned short m_Size; / /K E (RSA S 1024 {1 B 2048 {7, ECC /& 192 {5k 256
i1, SM2 /& 0x8100 1

PRIKEY_LIC m_Lic; /15

} PRIKEY_FILE_ATTR;

X RN 5325 (SMA/TDES) 2 4H S A 45 14

typedef struct

{
unsigned long m_Priv_Enc; //INERARBER: 0 NfE/MNELRIR 1 As/HPRR 2
e/ R LR

} KEY_LIC;

XS PRI SR B SR AL S

typedef struct

{
unsigned short m_Priv_Exe; //IZATIIALIR: 0 Afm/MELBIR 1 &m/NHPARR 2 A/
TR FRLBR

} EXE_LIC;

X PR AIN 5% (SM4/ TDES) 5 BH S A T M B 45 4

typedef struct
{
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unsigned long m_Size; /AR K =16
KEY_LIC m Lic; /1AL

} KEY_FILE_ATTR;

10.Dongle_WriteFile 53 {4

DWORD WINAPI Dongle_WriteFile(DONGLE_HANDLE hDongle, int nFileType, WORD wFilelD, WORD
wOffset, BYTE * pinData, int nDatalen);

oA«

RS SR PAT S B NERAE,  HOZ i E R E R AUR -
ZH:

hDongle [in] FTH BN B A

nFileType lin] UMK, 40, nFileType = FILE_DATA, 7 BR300 S
nFileType = FILE_PRIKEY_RSA, Z/~fIl% RSA FALH 14
nFileType = FILE_PRIKEY_ECCSM2, 7~ Il ECCSM2 LB U1
nFileType = FILE_KEY, K/~ SM4 F1 3DES %7 3C1F;

AN HF nFileType = FILE_EXE RIS,

wFilelD [in] A 1D,

wOffset in] AR . B NG W
plnData lin] R IC PN &

nDatalen [in] 2 pInData K71,

yAEIE(ER

DONGLE_SUCCESS NI

11.Dongle_ReadFile BRI {4

DWORD WINAPI Dongle_ReadFile(DONGLE_HANDLE hDongle, WORD wfilelD, WORD wOffset, BYTE *
pOutData, int nDatalen);

VAR
BEHUIN BN BOEE SO o B ST (3 USRI Bk T B I (R 825
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__ FOwris
24
hDongle [in] FTHF IR N2 B A A o
wFilelD [in] A 1D,
wOffset lin] PELRITEES
pOutData [in] RIS
nDatalen [out] ¥ pOutData KK JE .
IR A
DONGLE_SUCCESS T ECECHE ST A T

12.Dongle_DownloadExeFile it T HT3{4

DWORD WINAPI Dongle_DownloadExeFile(DONGLE_HANDLE hDongle, EXE_FILE_INFO * pExeFilelnfo, int

nCount);
IR
B AT HAT AR AR 64 S, ATPAT SCIF R KNS BEEETE 64K, 1R AF 75 ZEUG LS BE 51 L
PR
24
hDongle [in] FTIT (I S A A .
pExeFilelnfo in] AIHAT OB B I
nCount [in] H AT AT SO R R
AR
DONGLE_SUCCESS LB BT AT SO
AT SO 1 Al 45
typedef struct
{ EXE_LIC m_Lic; /3L
unsigned short m_Len; b Eis S

} EXE_FILE_ATTR;

RIS AT PAT SO SRS AR £

typedef struct
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{

unsigned short m_dwSize; [ /T PAT SRS

unsigned short m_wFilelD; / /AT S0 ID

unsigned char m_Priv; [/HFBR : o NE/NEARIR 1 ARDHPAIR 24
/N R T BLBR

unsigned char *m_pData; 1/ T PAT SR

}EXE_FILE_INFO;

o —

13.Dongle_RunExeFile iIZ{TalITIZRE

DWORD WINAPI Dongle_RunExeFile(DONGLE_HANDLE hDongle, WORD wfilelD, BYTE * pinOutBuf, WORD
winOutBuflLen, int * pMainRet);
R

AT BB N FTHATRE T « 1847 AT 3T ST OBLRR, B T & T 30 8 rT $AT SO i &, BR,
EXE_FILE_INFO H'[f] m_Priv Z%{. winDatalen fx KIKEANEEIL 1024, %L pInOutBuf XJ 4K P AT $ATHE 7 H
#J InOutBuf.

24

hDongle [in] FTTF 9 o0 2 B8 A A

wFilelD [in] AT SRS 1D

plnOutBuf [in,out] WANEIRRIZZ X

winOutBufLen [in] NEIEZPPX pInOutBuf 1K/,

pMainRet [out] BN T HATFET main AR EME, WERTEHSE, "TLCA
& NZH NULL.

AR

DONGLE_SUCCESS 1BATHR A B AT AT SRR

14.Dongle_DeleteFile IBR3Z{4

DWORD WINAPI Dongle_DeleteFile(DONGLE_HANDLE hDongle, int nFileType, WORD weFilelD);

i :

TR AR

ZH:

hDongle [in] FTH BTN 28 A0

JERAUT A OJb s B ABE R IR A A

NFEMEE:  http://www.jansh.com.cn




x ET-ARM FF & Ffiit

__ FOwris
nFileType [in] PELESICH
wFilelD [in] A 1D
yZACIEER
DONGLE_SUCCESS TR ST A e T

15.Dongle_ListFile F13Z{4

DWORD WINAPI Dongle_ListFile(DONGLE_HANDLE hDongle, int nFileType, void* pFilelist, int * pDatalen);

Yt :

it BT R AR o

ZH:

hDongle [in] FTHFHI 0 2 B O A o

nFileType in] TR SO, B, FILE_DATA %%,

pFileList [in] pFileList: &yt SO HIF R (LEZ %09 NULL I, pLen HHik [m] il 75 B 280 (X K ),
24 nFileType = FILE_DATA I, pFileList &[] DATA_FILE_LIST %5#4;
24 nFileType = FILE_PRIKEY_RSA I, pFileList &\ PRIKEY_FILE_LIST
G554
24 nFileType = FILE_KEY I}, pFileList $5[f] KEY_FILE_LIST 4544
24 nFileType = FILE_EXE I},  pFileList 7] EXE_FILE_LIST 544,

pDatalen [in,out] ZH pFileList FIFIAKEE, AT IR [A] pFilelist B 15K .

& [ :

DONGLE_SUCCESS G A N -

BRI SO B 2R I 3R [m] 0 i 45

typedef struct

{
unsigned short m_FILEID; //3CfF ID

unsigned short  m_Reserve; //{RE,HT 4 F5X5%
DATA_FILE_ATTR  m_attr; /13 et

}DATA_FILE_LIST;

RIS 31 2R I 3 (] 14 Bt 45 )
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typedef struct
{

unsigned short  m_FILEID; //3f} ID
unsigned short m_Reserve; //frEd, HT 4 FHX5F
PRIKEY FILE_ATTR m_attr; /3R

}PRIKEY_FILE_LIST;

RN SM4 J TDES % 8H A5 e it 3R [B] (R 504 45 44

typedef struct

{
unsigned short m_FILEID; //3XfF ID

unsigned short  m_Reserve; //{RE,HT 4 FI0X5%
KEY_FILE_ATTR m_attr; /13X @

}KEY_FILE_LIST;

ARIUATIAAT SO BRI 3R [0 (1 K 45 1

typedef struct

{
unsigned short m_FILEID; //3CAF ID
EXE_FILE_ATTR m_attr;

unsigned short m_Reserve; //fR¥E,HT 4 F1X5%
}EXE_FILE_LIST;

16.Dongle_GenUniqueKey IfE—{& 55

DWORD WINAPI Dongle_GenUniqueKey(DONGLE_HANDLE hDongle,int nSeedLen, BYTE * pSeed, char *
pPIDstr, char * pAdminPINstr);

YL

A0S =2 PID AR R PIN 69, 75ETF AR, $ATRIIEIES BRI R E 4. PPET R
P PIN ABH) H BN TS G e A L5950, AR AR PIN 7] LAEB) Dongle_ChangePIN #4175 4.
FAN, PR EAAE, MR KT TCVEAS AT R R PIN A,

S

hDongle [in] FTIF (I 5 A A .
nSeedLen [in] ZH pSeed M IX K FZ
pSeed [in] PRS2 TIX .

JERAUT A OJb s B ABE R IR A A

NFEMEE:  http://www.jansh.com.cn




IR FrpS ET-ARM FF & Ffiit

pPIDStr [out] PR HAT L TIR Bl PID. 1ZZZH X K/ANE/ADRIZA 8 F, REI—A
8 FHMILL 0 & 1L ansi FAF o

pAdminPINstr  [out] BRI HAT IR B TR B PIN 5. iZZEm X K/NEADRNZAN 16 7,
R AR KN 16 T LL 0 Z1E 1 ansi FRFH .

iR [EE

DONGLE_SUCCESS ME— LB T

17.Dongle_VerifyPIN B385305

DWORD WINAPI Dongle_VerifyPIN(DONGLE_HANDLE hDongle, int nFlags, char * pPIN, int *

pRemainCount);
WA
e R
ZHL
hDongle [in] FTH I B A AR .
nFlags [in] PIN F525 7Y . S5HUE A FLAG_USERPIN B§# FLAG_ADMINPIN.
pPIN [in] PIN f5 .,

pRemainCount  [out] Pl xR R [B] 0 FKon O BIIE; 17253 FonFl &I EL; 255 BRASIR

(HERRR & i
yAEIE(ER
DONGLE_SUCCESS RS R
USRS R, R B IR U S A AR I E R, (BEREY &
OXFFFFFF00) == DONGLE_INCORRECT_PIN, B[l )5 W7 7m0 43 k0
HE:
PIN AR € LT
#define FLAG_USERPIN 0//HF PIN
#define FLAG_ADMINPIN 1 //JFK T PIN

18.Dongle_ChangePIN EEg{ZRH5

DWORD WINAPI Dongle_ChangePIN(DONGLE_HANDLE hDongle, int nFlags, char * pOIdPIN, char *
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pNewPIN, int nTryCount);

e

.

24

hDongle [in] FTHF (I B A4

nFlags [in] PIN 27, SHHUE A FLAG_USERPIN BX# FLAG_ADMINPIN.

pOIdPIN [in] [ PIN B L2 X o b2 — 747 B BE Y 16 “F 5  0 28 11 ansi 77 £,
HArbug g,

pNewPIN [in] B PIN BB ZE X o WA A& — N4 HR KN 16 1T 0 28 1L 1 ansi 45 5

nTryCount [in] RS ZSEIBUEIEE A 17255, 255 FoR A PR B E RS

yAEIE(ER

DONGLE_SUCCESS 1B T

19.Dongle_ResetUserPIN EEE I PIN {3

DWORD WINAPI Dongle_ResetUserPIN(DONGLE_HANDLE hDongle, char * pAdminPIN);
LA :

HEEM PIN 5. Z8(E] PID=FFFFFFFF) AN fE B & %00 . HUATHINE H P 10 & 8 H ) BRGA
CONST_USERPIN.

ZHL

hDongle [in] TR B A

pAdminPIN [in] JFRTE PIN BB X, KN 16 FI9 0 & 11 ansi F15 5 .
yAEIE(EE

DONGLE_SUCCESS HFE M PIN iR

20.Dongle_SetUserID i ZE&AR ID

DWORD WINAPI Dongle_SetUserID(DONGLE_HANDLE hDongle, DWORD dwUserID);
SR
WEM PIN D, FEITREHIR.
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hDongle [in] FTH BN B A) M

E.

dwUserID [in] 1D,
IR [AE :

DONGLE_SUCCESS HEH P PIN i

21.Dongle_GetDeadline 3XEXZIHAAS(E]

DWORD WINAPI Dongle_GetDeadline(DONGLE_HANDLE hDongle, DWORD * pdwTime);

i

SRIBUIN BB I ), F 42 AR SR I

ZH:

hDongle [in] FTTF 0 B ) 4

pdwTime [out] FRELAIRIHA UTC B[R] {E .
#*pdwTime = OXFFFFFFFF, 7R /AN BR il SRS 7]
#7(*pdwTime & OXFFFFO000) == 0, {8 /il 4% )L/ N

#7(*pdwTime & OXFFFFO000) != 0, {H&/R~ZIHAR UTC RS IE], AT LLEIL gmtime
B A AR A

IR [AE :
DONGLE_SUCCESS SRR 2 8 21 AR 18] Bl 2

22.Dongle_SetDeadline iZ = ZIHARTIE

DWORD WINAPI Dongle_SetDeadline(DONGLE_HANDLE hDongle, DWORD dwTime);
i

VBN B I (8] . 23R 75 2L B AR .

2

hDongle [in] FIFF (RN 2 B A A o

dwTime [in] WA, A LR E AN, G 1465535, HIH0 dwTime = 24; SO
TEOUIERSSS 7 P PIN 5 )5 TR AR THI 5
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2. EBIARE A HE 48 . nEd B time B0 mktime HYX
PRI ute B [E){HE (ute {H#B KT 65535);

3.JBUH BART AIBR A, B dwTime B X B8N OXFFFFFFFF.

iR [EE

DONGLE_SUCCESS T A 2 A [A] ) o
23.Dongle_GetUTCTime 3XKBY uTC Bd[E
DWORD WINAPI Dongle_GetUTCTime(DONGLE_HANDLE hDongle, DWORD * pdwUTCTime);

(LR

SR E ) UTC B TE] .

24

hDongle [in] FTIT (I B A A .
pdwUTCTime [in] LNRCTEIER

yAEIE(ER

DONGLE_SUCCESS T N B B IR TR B o

24.Dongle_ReadData iZEENEHEFEX

DWORD WINAPI Dongle_ReadData(DONGLE_HANDLE hDongle, int nOffset, BYTE* pData, int nDatalen);

LR

REU N A X . B XKML 8k, T 4k(0~4095) K1 5 WA AR IR, f5 4k(4096~8191)fT-RAL
BRATEE, (HZRAIFREBRIRATE .

24

hDongle [in] FTTF I A o

nOffset lin] AL . J5FEfE 0~8191.
pData [out] B R g b X
nDatalen [in] 2 pData I ZEIT X K/
yAEIE(EE

DONGLE_SUCCESS TR X E i )
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25.Dongle_WriteData B\ #UETF(EX

DWORD WINAPI Dongle_WriteData(DONGLE_HANDLE hDongle, int nOffset, BYTE * pData, int nDatalen);
Tt A :

BN BEE X R . HURE X /N 8k, BT 4k(0~4095) (iR E A MIRFES], J5 4k(4096~8191)fF B AL
BRATEE, (2 HAFREARS .

24

hDongle [in] FTIF AR s B A A7 o

nOffset [in] W . 0 HEI{E 0~8191,
pData in] HANPEIRZEMX .
nDatalen [in] 24 pData HIZEM X K)o
AR

DONGLE_SUCCESS B5ONEHE X R T

26.Dongle_ReadShareMemory BV ERTFEIE
DWORD WINAPI Dongle_ReadShareMemory(DONGLE_HANDLE hDongle, BYTE * pData);
LA :
SREGLE NG . N LR/ 32 775, B RRRR S, 5 5 30 B 3h 0 .

4

hDongle [in] ST I B A o

pData [out] b B . A LN, T E DN 32 T
AR

DONGLE_SUCCESS SREL = N A7 R ) -

27.Dongle_WriteShareMemory S NHXERFEIE

DWORD WINAPI Dongle_WriteShareMemory(DONGLE_HANDLE hDongle, BYTE * pData, int nDatalen);
Tt B
BEILE AR AR, b B S s B SRR
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4

hDongle [in] FTH BN B A) M

E.

pData [in] N HU

nDatalen [in] Z4 pData [NZZ X K/ KEEA R 32,
A EINEE

DONGLE_SUCCESS W I AR

28.Dongle_RsaGenPubPrikey F=4E RSA 22FA%H

DWORD WINAPI Dongle_RsaGenPubPriKey(DONGLE_HANDLE hDongle, WORD wPriFilelD,
RSA_PUBLIC_KEY * pPubBakup, RSA_PRIVATE_KEY * pPriBakup);

R

P RSA AAIRIANG, (AT ZE LB TS0 RSA RAPISC M, TR RPN, el R
TRAF RSA A AR .

RSA A FAHE e LR
typedef struct {

unsigned int bits; // length in bits of modulus

unsigned int modulus; // modulus

unsigned char exponent[256]; // public exponent

} RSA_PUBLIC_KEY;

RSA FAEHHE 305E LT -
typedef struct {
unsigned int bits; // length in bits of modulus
unsigned int modulus; // modulus
unsigned char publicExponent[256]; // public exponent
unsigned char exponent[256]; // private exponent

} RSA_PRIVATE_KEY;

24

hDongle [in] FTIF (I B A A .
wPriFilelD [in] RSA FAEH LA ID.
pPubBakup [out] RSA AFHZHE .
pPriBakup [out] RSA FAEHZLHE -
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iR [EE

DONGLE_SUCCESS 72 RSA A FAEH R -

29.Dongle_RsaPri RSA FARIEE

DWORD WINAPI Dongle_RsaPri(DONGLE_HANDLE hDongle, WORD wPriFilelD, int nFlag, BYTE * pInData,
int ninDatalen, BYTE * pOutData, int * pOutDatalen);

Y

PR A FBUSR B R T8 RSA FARSCAFHIRLRR £ RSA RSO N BEE

24

hDongle [in] FTIF I 8 A A

wPriFilelD [in] RSA FABH S 1D,

nFlag [in] IBHFHA. 4N, FLAG_ENCODE F/NMN# 125 : FLAG_DECODE #Infi#
plnData [in] HNEE .

ninDatalen [in] 24 pInData 1)K/

pOutData [out] AR X

pOutDatalen [in,out] Z44 pOutData MK/ NI [B] )£ g KN
ACIE(ER
DONGLE_SUCCESS RSA FAEHIE HAIh

HE:

LY I e 5 N AR K B UM FA0EH ID O wPriFileID (RIS EHKREIR 25 11, AfE 7E bR £ o s ik 47
padding

2.0 T fif 18 S i N B FE L 20 wPriFilelD HH a7 (1) 2 1 FEAH — B (b i 1024 7% 8H 1 4 128, 2048
i 256)

3.3 I A padding 75 3 A:PKCS1_TYPE_1 (Bl 45 —/N7758 0x01, 2 3 78 0XFF)

TnfEE R & LR
#define FLAG_ENCODE 0 //InE
#define FLAG_DECODE 1 //f%
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30.Dongle_RsaPub RSA 2AiEE

DWORD WINAPI Dongle_RsaPub(DONGLE_HANDLE hDongle, int nFlag, RSA_PUBLIC_KEY * pPubKey, BYTE
* pInData, int ninDatalen, BYTE * pOutData, int * pOutDatalen);

Y

RSA ANEHIZH, BEARBRATIHA .

S

hDongle [in] FTIF AR s B A A7 o

nFlag [in] BH AL, B4, FLAG_ENCODE R/ IN%IE%5 ; FLAG_DECODE KRR & Iz .
pPubKey fin] RSA AHEHE o Z B0 RIF T A2 B RSA 25 FABH IR A 4H B3

plnData lin] o NE

ninDatalen  [in] Z ¥ pInData 1K/,

pOutData [out] AR X .
pOutDatalen [injout] &% pOutData ]k /INATIE [B] f K K /)N
AR
DONGLE_SUCCESS RSA AHIEHAIN
HE:
X s 5 M A BHE R B /N T pPubKey 7 8 B E-11, DUEEFE B £ A B 2E17 padding

200 T ia B M N BB FE L2 pPubKey 487 (1) 2% B BEAH — B (bbln 1024 £ %5 4HIN 9 128, 2048
oA 256) ;

3% i P9 padding 730 A:PKCS1_TYPE_2 (B[ 25 /N384 0x02, S i IH 7 FEHLED «

31.Dongle_EccGenPubPriKey F=4E ECC 2FA$H

DWORD WINAPI Dongle_EccGenPubPriKey(DONGLE_HANDLE hDongle, WORD wPriFilelD,
ECCSM2_PUBLIC_KEY * pPubBakup, ECCSM2_PRIVATE_KEY * pPriBakup);

P
FEAE ECC AAMANVH . M FZ R 7T R BB — A ECC RSO . FREIFR BRI . Il EER
RAF ECC A FAEAEHE .

Al ECCSM2 A4HKE T ECC(SZHF bits v 192 8L 256) 11 SM2 K (bits [ % 1A 0x8100) A5k =
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typedef struct{

unsigned int bits; // length in bits of modulus
unsigned int XCoordinate[8]; // WHZR E S X AA KR
unsigned int YCoordinate[8]; // WHZk Y AAkR

} ECCSM2_PUBLIC_KEY;

Al EccSM2 FLAHKE I ECC(SZHF bits Sy 192 8] 256)F11 SM2 [ (bits [ & 1A 0x8100) FAEHK =

typedef struct{
unsigned int bits; // length in bits of modulus
unsigned int PrivateKey[8]; /1 FH

} ECCSM2_PRIVATE_KEY;

i

hDongle [in] FTIT N B A A o
wPriFilelD in] ECC AAVEH M 1D
pPubBakup [out] ECC A 8I%kE .
pPriBakup [out] ECC RAEHEUR

AR

DONGLE_SUCCESS 7= ECC AFAEH ALY

32.Dongle_EccSign ECC FASAER

DWORD WINAPI Dongle_EccSign(DONGLE_HANDLE hDongle, WORD wPriFilelD, BYTE * pHashData, int
nHashDatalen, BYTE * pOutData);

Yi

BRI A P PR T8N ECC RABH SCAFHURLRR . £E ECC AV BN B0E

24

hDongle [in] FTIF (I 5 A4

wPriFilelD [in] ECC MBS 1D,

pHashData [in] Hash %#E .

nHashDataLen [in] 24 pHashData [f) K/,

pOutData [out] B A B « R /INE E N 64 71 (256 A7 ECC IS & TE 4,192 7 ECC IS 22 %b 0)
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iR [EE

DONGLE_SUCCESS RN
33.Dongle_EccVerify ECC 2§AI8E

DWORD WINAPI Dongle_EccVerify(DONGLE_HANDLE hDongle, ECCSM2_PUBLIC_KEY * pPubKey, BYTE *
pHashData, int nHashDatalen, BYTE * pSign);

i -

PR A FBUSR B R T8N ECC RVBH SR HIALUIR,  7E ECC FARI ST B N 50 5E o

ZH
hDongle [in] FTHEI I B A AR o
pPubKey [in] ECC AEHEE .
pHashData [in] Hash £(4E
nHashDatalen [in] Z ¥ pHashData ft] K/,
pSign [in] BB s . K/NE %€ D 64 711, N Dongle_EccSign BREUR [9] Y pOutData £ .
& [ -
DONGLE_SUCCESS RIS R, 15 W) 7R B0 25 R L
HE:

1.8 N %544 5% 9 ECDSA_Verify

2.5 N\ ) Hash {8 K 5 ECC RABA R B S FE A 0%, an 2881 /2 192 £, )0 hash 18 K FE A ped it 24(192/8
= 24) 7, WRFEHR 256 AL, hash {H K EARER 32(256/8 = 32) 7.

3.1h 2k 230 4:EC_NIST_PRIME_192 /% EC_NIST_PRIME_256

34.Dongle_SM2GenPubPriKey F=4 sm2 2FA$H

DWORD WINAPI Dongle_SM2GenPubPriKey(DONGLE_HANDLE hDongle, WORD wPriFilelD,
ECCSM2_PUBLIC_KEY * pPubBakup, ECCSM2_PRIVATE_KEY * pPriBakup);

Tt Bl

A FH 2 B B R 77 A B — > sM2 FAPISCIE, WETFRBAR . Il e R AR AT ECC ARAEIE R .

ZH:
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hDongle lin] FTOT RN B A A .
wPriFilelD in] SM2 FAEHSCAE 1D,
pPubBakup [out] SM2 A
pPriBakup [out] SM2 FARHHE
yACIE(E]
DONGLE_SUCCESS 7R ECC AFAE Y]

35.Dongle_SM2Sign SM2 FASHE R

DWORD WINAPI Dongle_SM2Sign(DONGLE_HANDLE hDongle, WORD wPriFilelD, BYTE * pHashData, int
nHashDatalen, BYTE * pOutData);

IR

BR R R AL BRI R T B sSM2 FABHSCAF AR, 72 SM2 RGBT 50E .
24

hDongle [in] FTIF (I 8 A A

wPriFilelD [in] SM2 FAFHSCAF 1D,

pHashData [in] Hash %4z .

nHashDataLen [in] 244 pHashData 1K/ e HAE R IUN T 32 N5,
pOutData [out] BAEE. K/NEEN 64 FH5.

AR

DONGLE_SUCCESS FRBEZ I

36.Dongle_SM2Verify SM2 22§AI8E

DWORD WINAPI Dongle_SM2Verify(DONGLE_HANDLE hDongle, ECCSM2_PUBLIC_KEY * pPubKey, BYTE *
pHashData, int nHashDatalen, BYTE * pSign);

Y«
BR A A A P BR BB A SM2 RABHSCAFROBLRR - £E SM2 FABHSC AR AR B00E -

hDongle [in] FTH B2 B A AR .
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PO
pPubKey [in] SM2 AIEHE .
pHashData [in] Hash £(4E
nHashDatalen [in] Z ¥ pHashData [f] K/,
pSign [in] A B s . K /N 52 N 64 T, N Dongle_EccSign BREUR [71 1Y) pOutData £k .
A ELER
DONGLE_SUCCESS RIS I, 75 W R 7R 56 25 SR

37.Dongle_TDES 3DES fINfF%%

DWORD WINAPI Dongle_TDES(DONGLE_HANDLE hDongle, WORD wKeyFilelD, int nFlag, BYTE * pinData,
BYTE * pOutData, int nDatalen);

BEHT:

fif 5 1o B AL A PR RIWT, 0 3 B0 A A R B e BH ST A AL

ZH

hDongle [in] TR B A AN

wKeyFilelD  [in] YA D

nFlag lin] BH R, 5140, FLAG_ENCODE R/ Iz 5 ; FLAG_DECODE KR % ia 5 o
pInData [in] HNEHE R,

pOutData [out] o B SR R X o K/ E A B N Bt S o XA IR, i AR i S e 2 o
X AT PR

nDatalen in] Z % pInData [ ELHE KN o BHE K FE L2002 16 HIEEEURS, So VR KA /2 1024
38.Dongle_SM4 SM4 NNfi#sR

DWORD WINAPI Dongle_SM4(DONGLE_HANDLE hDongle, WORD wKeyfFilelD, int nFlag, BYTE * pinData,
BYTE * pOutData, int nDataLen);

K

fifp B 18 P A AR RIAT, 2 38 S R AR SR e 2 BH SCAF RO BB

2H
hDongle [in] FT IR0 8 ) 49 o
wKeyFilelD [in] A 1D,
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ET-ARM FF & Ffiit

IR TS
nFlag lin] BRI FIh0, FLAG_ENCODE K /n % iz 5 ; FLAG_DECODE RN #ia 5.
plnData lin] B NEHR T X
pOutData [out] B B SRR X o K/ E A EA N R S o XA IR, i A i e 22 o

DX AT B[R] —

nDatalLen [in] 24 pinData IR K/ B K L AU 16 IOEERUS, oV i 5RO (B 2 1024
yACIEER
DONGLE_SUCCESS SM4 Jins Bl A A5 1 B o

39.Dongle_HASH HASH IZ&

DWORD WINAPI Dongle_HASH(DONGLE_HANDLE hDongle, int nFlag, BYTE * pinData, int nDatalen, BYTE *

pHash);
IR
HASH J& 5.
24
hDongle [in] FTIT R I B A4
nFlag in] Hash ia B EEA,
plnData in] WANBIRZ X .
nDatalLen [in] 24§ pinData IR K.
pHash [out] A Hash i
AR
DONGLE_SUCCESS HASH 12 5 %2 .
HE:

nFlag = FLAG_HASH_MD5, 7k MD5 2%, Ui pHash FIZErTIX K/NA 16 S5,
nFlag = FLAG_HASH_SHA1, %7~ SHA1IZ%®, It pHash M X K/NA 20 715,

nFlag = FLAG_HASH_SM3, F/x[E% SM3 ia5, UL pHash MR X K/NA 32 775,

40.Dongle_Seed FpFiBE;E

DWORD WINAPI Dongle_Seed(DONGLE_HANDLE hDongle, BYTE * pSeed, int nSeedLen, BYTE * pOutData);
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T B«

B AR PR AT, O e AT B B AT SR

24
hDongle [in] FTHF IR N2 B A A o
pSeed [in] 0 N (R bR A
nSeedLen [in] PR ACRE . BT FD 17250 75 .
pOutData [out] BRI X o ORI E E D 16 T
yAEIE(ER
DONGLE_SUCCESS iz BRIl .
FE=¥

1RS80S PID A%, ZS4i(E) PID=FFFFFFFF) R REHE T fh iz 4.
2. R RIS B IR B N-1, SR 0 5 RECKE A REE A .

41.Dongle_LimitSeedCount iZ B FiSiEEIREL

DWORD WINAPI Dongle_LimitSeedCount(DONGLE_HANDLE hDongle, int nCount);
Y

BEM T EEVETE R IE . HFEITFREBUR.

ZH:

hDongle [in] EAPARINIE 2 KETE i

nCount [in] AlEERE, WRIE R EN-1, RORABREEF IR
SAELER
DONGLE_SUCCESS WE I

42.Dongle_GenMotherKey HI{EE i

DWORD WINAPI Dongle_GenMotherKey(DONGLE_HANDLE hDongle, MOTHER_DATA * pinData);
Tt B
HIVE—HEBEEE, TR 7 2 — R R IR 7 X, 4 PG, R . 75 BT R AR .
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hDongle [in] EABARIOY/ IR RETE TR

pInData lin] ONEIE . TR 458499 MOTHER_DATA %45 .
yAEIE(ER
DONGLE_SUCCESS BRI

HE:

1.%34) ({0 PID=FFFFFFFF) AN 5 N\ BB .

2.1 T % 4% )& MOTHER_DATA 1 ({IIZFE T+ AL HAS Fe VR AN BEE ) B )z R T+ G AL B AR [R], 15 U 2> 48 F 2k
L.

i R e BRI Ae e BdE

typedef struct

{
int  m_SeedLen; [/ PR
BYTE m_SeedForPID[256]; //7EHEFE by ID FOF R B E R AT FAS (B 250 M)
char m_UserPIN[18]; /PR (16 MR 0 £/ FH)
BYTE m_UserTryCount; /1 FH P 3R oV () e K e B IR B
BYTE m_AdminTryCount; [ 1 TR T B SRV ) B R i R B I
RSA_PRIVATE_KEY m_UpdatePriKey; //iZfEF+Z%AA%H
DWORD m_UserID Start; //&IEH T ID
} SON_DATA;
(S35 ENET
typedef struct
{
SON_DATA m_Son; /1 TS
long m_Count; [ /AT AE TR BRI (-1 R ARSI EL, 1580k
2 o if 232 [R)

} MOTHER_DATA;

43.Dongle_RequestInit Z§HFRANEEF=im K

DWORD WINAPI Dongle_Requestinit(DONGLE_HANDLE hDongle, BYTE * pRequest);
i
U R 25X PID iy FRFFFFFF (2B 2. T BT R AR .
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hDongle [in] FT I Y0 B A

E.

pRequest [out] i B o R [PZ BRSO S N 16 5, I FH B 2 /D 16 F S [A) .
IR [AE :
DONGLE_SUCCESS SREA P15 SR B r D

44.Dongle_GetInitDataFromMother MEBSHZRANEF= 453

DWORD WINAPI Dongle_GetInitDataFromMother(DONGLE_HANDLE hDongle, BYTE * pRequest, BYTE *

plnitData, int * pDatalen);
i«
MEFBEEREU TG4 781 s, sk A BRI . B A BRI A

S

hDongle [in] FIOT R B AN .

pRequest in] R #HE . 3T Dongle_Requestinit 3REL K175 K $i¥z .
plnitData [out] AU . R BT B IR 5] TR T B B

pDatalen [int,out] Z ¥ pinitData A K E . RoR pinitData ISP IX K S, BREFHAT D
IR [A] plnitData HA 3K SE

AR

DONGLE_SUCCESS BRI SR EAE P H0d i o

45.Dongle_InitSon &EF=F5i

DWORD WINAPI Dongle_InitSon(DONGLE_HANDLE hDongle, BYTE * pinitData, int nDatalen);

YL

7R 7 HIE T80 B A4 AR AT A .

4

hDongle [in] FTH BN B A) 0

pInitData [out] HNEE . 59 %1 Dongle_GetInitDataFromMother & [5] ) FH T #2844 801 1 5500

nDataLen [in] Z 4 plnitData FE 22 0h X A K .
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iR [EE

DONGLE_SUCCESS AR

46.Dongle_SetUpdatePriKey 1% Bt RFASH

DWORD WINAPI Dongle_SetUpdatePriKey(DONGLE_HANDLE hDongle, RSA_PRIVATE_KEY * pPriKey);
T A :

[ Bt A B B R T R AL . RPN 1024 1 RSA FAEH . TR BT RN . T 24518, nRBiR
BEBUAE, IR THALIAN SCVF R BRSO X b 1) T BUERE T AT A, 75 0 38 A R

24

hDongle [in] FTIF I 8 A A

pPrikey [in] RSA A4

yAEIE(ER

DONGLE_SUCCESS W BT FE T R ANV D

47.Dongle_MakeUpdatePacket FI{EI=ZiEH&E

DWORD WINAPI Dongle_MakeUpdatePacket(DONGLE_HANDLE hDongle, char * pHID, int nFunc, int
nFileType, WORD wtilelD, int nOffset, BYTE * pBuffer, int nBufferLen, RSA_PUBLIC_KEY * pUPubKey, BYTE *
pOutData, int * pOutDatalen);

VAR
MR R, B AR R AT A

ZH

hDongle (in] FTTF RN EE B AR

pHID [in] BEAEFP 51 5 o USRS TR D8 122 80P LU NULL.

nFunc [in] TH AL

nFileType [in] SO AL o FERAT RSO AR I (¥ SO A 2 o HAb SRR AZ S B
wFilelD [in] SCHF D TG SRS R AR R SCA 1D HAB TR S HO AL
nOffset [in] (i 8 o TG R STATARAE I (1 SO RS . HAb TR AZ S B
pBuffer in] i NEH o

nBufferLen [in] 244 pBuffer FIZEMT X K/,
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nz ! ET-ARM FF & Ffiit

pUPubKey [in] HIMETHRAELE) RSA A% SECERIBIN KT FET R PIARXT N . 1ZAE
WATRITH R AR

pOutData [out] W EE . FIER B EE .
pOutDatalen [in,out] Z#) pOutData FI A\ K/, IR AR ALE A .
M [AME
DONGLE_SUCCESS HVEF R AL -
EE:
4 nFunc = UPDATE_FUNC_CreateFile, #7830,
*4 nFunc = UPDATE_FUNC_WriteFile, 53(ff. RA8NA CH WA AT AR S SO A
*4 nFunc = UPDATE_FUNC_DeleteFile, [0
4 nFunc = UPDATE_FUNC_FileLic, ¥ & X%,
*4 nFunc = UPDATE_FUNC_SeedCount, ¥ & i )iz 5 R %L
4 nFunc = UPDATE_FUNC_DownloadExe, J+2&n]$4T {4,

24 nFunc = UPDATE_FUNC_UnlockUserPin, fi#4iH " PIN. H T4 B ESH 7 PIN 904048 HID, EJ)
pHID NEENZE, RERXFEAREFAH TN FHZ Il G H P PIN 184k & 4"12345678", &Kk o iF EHiRKE S
FFt K2 B — o

%4 nFunc = UPDATE_FUNC_Deadline, 504 H2% 1 FH HARK .

4 nFunc = UPDATE_FUNC_CreateFile i, pBuffer $& [/ 22 SCAF 1K J@ 1 4544, %141 KEY_FILE_ATTR.
4 nFunc = UPDATE_FUNC_WriteFile I, pBuffer $5 [ 3 5 A %4 «

4 nFunc = UPDATE_FUNC_FileLic i, pBuffer $i ] SC-BUBR (5 4544, #1U1: DATA_LIC.

24 nFunc = UPDATE_FUNC_SeedCount I}, pBuffer &7 long {H, FR~Fh 5 A HIKE

24 nFunc = UPDATE_FUNC_DownloadExe I}, pBuffer f§ 7] EXE_FILE_INFO %5#4J, 5 Dongle_DownloadExeFile
BRI VRSB
4 nFunc = UPDATE_FUNC_Deadline I, pBuffer &[] DWORD 18, &7~ 23 (i a] .

48.Dongle_MakeUpdatePacketFromMother BHMHI{E=IEHRE

DWORD WINAPI Dongle_MakeUpdatePacketFromMother(DONGLE_HANDLE hDongle, char * pHID, int
nFunc, int nFileType, WORD wefilelD, int nOffset, BYTE * pBuffer, int nBufferLen, BYTE * pOutData, int *
pOutDatalen);
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_ FOiE

T B«

il 1 FE T R o 1Z R BCR B BH 5 =0, 5 Dongle_MakeUpdatePacket AH Lt /b T i f F+ 2 A 4H,
HAtAHE . B AABFRRIAT A

ZH:

hDongle [in] FTIF R s Bt e A

pHID [in] WSS . GERANT ZYRE %S 8T LY NULL.

nFunc [in] THRBRTY,

nFileType [in] SCAFERY  FHAT FRSCAFHRAE I (¥ ST 28 HoAb AR AZ S B
wFilelD [in] A D T RO E R SO 1D HA TR R IZ S B
nOffset [in] Hs B o THA %S BR A I B ST S B ot TR Z S5O
pBuffer [in] i NHE o

nBufferLen [in] ZHY pBuffer MM X K/,

pOutData [out] AR . SIE R a .

pOutDataLen [in,out] Z ¥ pOutData F N\ K/, IR BT IE K
IR [EE
DONGLE_SUCCESS H/E TR AL T
HE:
4 nFunc = UPDATE_FUNC_CreateFile, /% 1.
4 nFunc = UPDATE_FUNC_WriteFile, 53(ff. REBIA A BISTHA P FHRE SCHHEAE
4 nFunc = UPDATE_FUNC_DeleteFile, M0t
% nFunc = UPDATE_FUNC_FileLic, & %A,
4 nFunc = UPDATE_FUNC_SeedCount, ¥ & fh-¥-fi% Al iz 5k 5.
24 nFunc = UPDATE_FUNC_DownloadExe, J}2%R] 447 344

24 nFunc = UPDATE_FUNC_UnlockUserPin, fi#4iH /" PIN. H T %42 B @48 /7 PIN i 2546 € HID, EJ)
pHID NEENZ, RAXFEA BT F NI F 83 a P PIN i3k E N"12345678",

24 nFunc = UPDATE_FUNC_Deadline, B4 F2% 14 FH HFR

24 nFunc = UPDATE_FUNC_CreateFile I}, pBuffer 1§ 7] B S5O 2F () J@ 45K, 4140 KEY_FILE_ATTR.
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24 nFunc = UPDATE_FUNC_WriteFile i, pBuffer &7 % 5 N %4

% nFunc = UPDATE_FUNC FileLic i, pBuffer fi [ SCHRUSR (154 544, 911: DATA_LIC.
2 nFunc = UPDATE_FUNC_SeedCount i}, pBuffer $&[7 long {f, F/nFh PR iEH KA

24 nFunc = UPDATE_FUNC_DownloadExe I, pBuffer &[] EXE_FILE_INFO £5#4, 5 Dongle_DownloadExeFile
BRI V2R AR o

24 nFunc = UPDATE_FUNC_Deadline i, pBuffer $5[i] DWORD {H, 72 [E]

49.Dongle_Update ifEFH T4

DWORD WINAPI Dongle_Update(DONGLE_HANDLE hDongle, BYTE * pUpdateData, int nDatalen);
BEHT:

TRETH B e . EAABURRIAT . TH R pUpdateData X — 304 R e A — k.
ZH.

hDongle [in] FTH BTN 281 A0

pUpdateData  [in] NG . THEdE, | Dongle_MakeUpdatePacket B
Dongle_MakeUpdatePacketFromMother F=4.

nDatalen [in] Z4) pUpdateData 1K/, A2 1024 FIHEEfE
& [ -
DONGLE_SUCCESS A B

HE:

LA BN AR TE 1024 7715 B 50 B H &%, aiid iR [B{E A /& DONGLE_SUCCESS 2> 37 Bl Fh KT 2 3% FF 3R 9] .

200 T B AT IR AR ), BT R U 7 R e (B 1024 AN KL, FEOMIEEEE BT A AT EL, ARIEIR
[B] (R B R AR A2 A AR

R APl f5iX15

#define  DONGLE_SUCCESS 0x00000000 /] BRI

#define  DONGLE_NOT_FOUND 0xF0000001 /] RIRBFE € B
#tdefine  DONGLE_INVALID_HANDLE 0xFO000002 /] TR
#define  DONGLE_INVALID_PARAMETER 0xFO000003 /] SR
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ttdefine

ttdefine

ttdefine

ttdefine

ttdefine

ttdefine

ttdefine

ttdefine

#tdefine

ttdefine

#tdefine

ttdefine

#tdefine

ttdefine

#tdefine

#tdefine

#tdefine

#tdefine

#tdefine

#tdefine

DONGLE_COMM_ERROR
DONGLE_INSUFFICIENT_BUFFER
DONGLE_NOT_INITIALIZED
DONGLE_ALREADY_INITIALIZED
DONGLE_ADMINPIN_NOT_CHECK
DONGLE_USERPIN_NOT_CHECK
DONGLE_INCORRECT_PIN
DONGLE_PIN_BLOCKED
DONGLE_ACCESS_DENIED
DONGLE_FILE_EXIST
DONGLE_FILE_NOT_FOUND
DONGLE_READ_ERROR
DONGLE_WRITE_ERROR
DONGLE_FILE_CREATE_ERROR
DONGLE_FILE_READ_ERROR
DONGLE_FILE_WRITE_ERROR
DONGLE_FILE_DEL_ERROR
DONGLE_FAILED
DONGLE_CLOCK_EXPIRE

DONGLE_ERROR_UNKNOWN
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0xFO000004

0xFO000005

0xFO000006

0xFO000007

0xFO000008

0xFO000009

0xFOOOFFOO

0xFOOOO00A

0xFO00000B

0xFOOO000E

0xFOOO000F

0xFO000010

0xFO000011

0xFO000012

0xFO000013

0xFO000014

0xFO000015

0xFO000016

0xFO000017

OXFFFFFFFF

ET-ARM FF & Ffiit

/] R

/] Gerh X Z A2

/] 7R AR (RDEBEE PID)
/] TR EERER (Bl C B E PID)
/1 TV R RS BAE

/] P R SR

/] EREE (5 2 SRR A )
// PIN B4 LB 5E

/] VilAAE L

/] XA CAFAE

/] RAREFEE RIS

/] BB R

/] BB R

/] BIEESCAREE R

/] BEBOCAEERR

/] BNSCAFE R

/] MRS R

/S

/] A 3

/] RATEE R




ET-ARM FF & Ffiit

llﬁm

ET-ARM $iRAIITIEREH%

RIFMRTE

AFNINZEB R ARM PAZEIE F, BT VBN FT HATRE R R keild HEAT K NRWIRBAT R, T8
5% SDK H 3% FHY keild\MDKSetup.exe iEAT 2238 . BRI .

—. X7 MDKSetup.exe HF4T 2235

Setup HDE—ARN ¥4 12 ] x|
Welcome to Keil 1 ¥ision KE I Im
Release 6/2010 Tools by ARM

This SETUP program installs:
MDK-ARM ¥4.12

This SETUP program may be used to update a previous product installation.
However, you should make a backup copy before proceeding.

It is recommended that you exit all Windows programs before continuing with SETUP.

Follow the instructions to complete the product installation.

— Keil m1Visiond Setup

<< Back Next >> I Cancel

.. # Next

Setup HDE-ARN ¥4 12 x|

License Agreement [Z KE I Im

Please read the following license agreement carefully. Tools by ARM

To continue with SETUP, you must accept the terms of the License Agreement. To accept the
agreement, click the check box below.

End-User License Agreement for ARM Keil Software g
Development Tools

THIS END USER LICENCE AGREEMENT (“LICENCE") IS A LEGAL AGREEMENT
BETWEEN YOU (EITHER A SINGLE INDIVIDUAL, OR SINGLE LEGAL ENTITY) AND
ARM LIMITED ("ARM") FOR THE USE OF THE SOFTWARE ACCOMPANYING THIS
LICEMNCE. ARM IS ONLY WILLING TO LICENSE THE SOFTWARE TO YOU ON
CONDITION THAT YOU ACCEPT ALL OF THE TERMS IN THIS LICENCE. BY _
CILTCWTIMG *T ACDEEY AD BY THMSTALLTAE AOD ATHEDWISE LISTAE QD S ODYTRIE

IV i aaree to all the terms of the preceding License Agreement

— Keil 1Yisiond Setup

| << Back I Next >> | Cancel |
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= K%L Next

Setup NDE-ARN V4 12 i x|

Folder Selection DZ KE I E

Select the folder where SETUP will install files. Tools by ARM

SETUP will install ;¥isiond in the following folder.

To install to this folder, press 'Next'. To install to a different folder, press ‘Browse' and select another
folder.

fC:AKeil Browse ... I

[ Destination Folder

— Keil yisiond Setup

<< Back Cancel l
VY. IEEEARUERS 2B I R AT S5 46 55 Next
Setup HDE-ARN ¥4 12 ] Bl .él
Setup Status Dy KE I E
Tools by ARM

1 Vision Setup is performing the requested operations.

Install Files ...

Installing Bootloader. uvopt.

[ [

— Keil pYisiond Setup

<< Back I Next>> I Cancel |

Tiv ZASERE B i T E s
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X

Setup HDE-ARN ¥4_ 12

Keil 1 Vision4 Setup completed DZ KE I Im

Tools by ARM

H¥ision Setup has performed all requested operations successfully.

|v Show Release Notes.
[V Retain current pt¥ision configuration.

|v Add example projects to the recently used project list.

Preselect Example Projects for
lr Simulated Hardware _'_I

— Keil 1Yisiond Setup

FWI E,...........F..i.'.‘:'.i.gi;i.........El Cancel

5 K Finish, 5ERK T Keild FER MR 22235

REMATTHITIER

Ym PEINES 2238 e Il JE e n] AT R R TAE T, SDK H 1) Tools\ARMProjWizard.exe & ARM AJ $i 4T
PP TR S, @i iX A AR A3 0] DUAE BC— NG B P/ ET-ARM 8 N AT AT SCHF B A TR, F P R

BRI IR BRI AT . BARERAE DI T

—. Xii ARMProjWizard.exe

* AT EAS _ (ol x|
THeswm :

wEwE: | _l
R TiE I

T RRETRERAF I A
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% ATEHES ] =101 x]
TI2EH: IProjectl

{R7FE - 'DZ \Project

T |

llﬁm

=, Rl TR

N

TiztlReRIh, RITHAITEER?

WO, e “R7 ZJast NEIESE A I TR H 3%

i Project i =[P
THE @WEEQ SEW WWe TAEO #Hheo | &
W EE - o - (¥ | PEx Dk | E-

Hitk @ [ p: \Project =l #3)

PRI PFERAES ¥ ( ') Fora c 0

1
SLERE 2 Frojectl t Projectl i Y
roject, uvop cojectt wpros systen. c
o I
Q9 Heosm
) LR

TERIE R

»

Project
hras B

B SER < Ja, X Projectl.uvproj LR XCAFE AT LA Keil PAEEEAT ARM A] PAT SCAFIITF R T -
miz==Ia)R R
I BEMX

extern unsigned char ExtendBuf[0x400];

ExtendBuf A9 fEZE X, EK/NA 1024 7715, G X B R GE AP AERT 18], I ] DA
ZA . (A, RN RS APL Z )5, Z XA T BE B . ITEL, fEAME RN R 48 API
(R, 7 AT M iz i X
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BMAELERX

extern unsigned char InOutBuf[0x400];

InOutBuf NHINHTHHZZH X, SRR 1024 7150 2P AP AL SIBI N 1 B RAFAE IX AN P X
AHATIEFIST e Ja, WRiE InOoutBuf 22k DORE Bd iR [ml 45 _EJE ™ APL. 0 T X B AR

int main(void)

{
WORD wError = 0;
DWORD dwLen = 9;
memcpy (&dwLen, InOutBuf, 4); //Hi ANEHEIHT U FE N, SREHLEL
wError = get_random(InOutBuf, dwLen); //3KHUKE A dwLen [IBEHLEL
return wError;

}

FHREFSRBLIThRE, AN BB K B AU, B PP R N K BRI L, B
JE K BERLECR B B84 . BEAS IR AR R 0] InOutBuf FUF% DL SR 78 R S AR 1R A 1 o

FiJ" API 11 Dongle_RunExeFile [{1Z:4{ pinOutBuf X[ ' JEALIK) InOutBuf, Z-4{ winOutBufLen JLE 1 f
i inoutBuf 2 KINKFE, Kt winoutBufLen FHEANGERRTL InOutBuf ) K AH 0x400 (1024); 2% pMainRet
XA T B ) wError FIE

RR&mE=E
B 7 LAE I3 R DRI SRR IS, 47— 2K IR GRS, 0 P SR
B, I A LA E SO IR KR/ g 2048 5

I 8 LRI AZ B 73 N JRy AR BN 42 JR) S B8 . ET-ARM HIX 2048 “F 5 0B 7 8N, JRIFRAR | 1024 <7717,
SJR AR 1024 T (AR IUSERRE R, AT RTRE R XTI P AR S (K 2 [ 5 R, X BURE SRR
TR Jr) A B A 42 SRy A R (R KN T3 . R TDRE H SR Core U TN AH — N FRN startup.s FISCHE, fil&l

startup. =

aSm! Aszsembler Source
— l KB [N S — PESEN
N ‘ » ATIRZH E RS — AT N -
Stack_Size EQU 0x00000400 ;1024 Bytes

RARIIEFE X T RS RN 1024 7T, MBI A RAZ R RN 2048 YK ZAE. A MBS
BRI B ) A AS B (R KIS, RN ) 4 Ry A B B K/t E BN As, B EEJE fRAF startup.s SCIF
HFT N ARM I HATREFRITT . fE 20, — ARGl T A E R B EOZ U R, iR B
fI1E, BEGEE W R AEZ 02048 2 1A,

7oh, T"EXNEREEHCLT UM &RZEASIRE XNiat, R T m st T wiait.
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FNIE T LA A TR BT, AT BAE P T 0 28 e bR B AT R AT A BN T AT RE P T

AR APl EL

1.create_file SUFERIZ{%
WORD create_file(WORD type, WORD fileid, BYTE* pattr, int len_attr);
i
KBRS SCRF R AT AT S0

24
type [in] T, type = FILE_DATA, /A1 880
type = FILE_PRIKEY_RSA, F/~fi|7 RSA FAEH LS
type = FILE_PRIKEY_ECCSM2, F/nfl ECCSM2 FAEH S5
type = FILE_KEY, R/~ SM4 F1 3DES %5 4H 3145
ANKHF type = FILE_EXE [R5,
fileid [in] A D,
pattr [in] AR B . S E 45K 5 - DATA_FILE_ATTR. PRIKEY_FILE_ATTR E{ KEY_FILE_ATTR.
len_attr in] SR pattr (KK JE
yAEIE(ER
i%[7] 0x9000, FIR BT .
PELESIV QIR
#define FILE_DATA 1/ /s EE S
#define FILE_PRIKEY_RSA 2 //RSA R
#define FILE_PRIKEY_ ECCSM2 3 //ECC 8% SM2 FAEH ST
#define FILE_KEY 4 //SMS4 =X TDES %411k
#define FILE_EXE 5 //AIHAT IR
B A BRA )
typedef struct
{ unsigned short m_Read Priv; /7R 0 N /NELRIR 1 s RIR 2
I AR
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unsigned short m_WritePriv;

BT AR

} DATA_LIC;

[/ ERIR: @ R /NEARIR 1 R/ N PRIR 2 A

e S SR VB 45

typedef struct
{

unsigned long
DATA_LIC

} DATA_FILE_ATTR;

RO SO A

typedef struct
{
long
unsigned char
AR
unsigned char
unsigned char
RASASZ IR )

unsigned char

} PRIKEY_LIC;

m_Size; /1B SCKE

m_Lic; / /1AL
m_Count; //FTHIREL: OxFFFFFFFF Ron AR, #ig 2] 0 Fox A T
m_Priv; [/RFBUR . @ N/ NELRUIR, 1 NR/AHPAIR , 2 NN

m_IsDecOnRAM; //RHRAENAET b : 1 NENTETIENEL, 0 N7E FLASH ik
m_IsReset; //APEARAERGESERELS: 1 VABERRELS (FH

//RE T 4 FAER S

m_Reserve;

SM2. ECC J RSA FAEHSCAH i 1 B 45 44

typedef struct
{

unsigned short m_Type;
unsigned short m_Size;

//BHEZEA cECC AAEH Bk RSA FAGH
//BAEK S 6 rsa Kk 2 1024 f78 2048 £i7, *f ecc KL 192

freg 256 fi7, % SM2 3Kt 256 fif

PRIKEY_LIC

/13RL

m_Lic;

} PRIKEY_FILE_ATTR;

SM4 Kz TDES %5 4H U #7247y

typedef struct

{
unsigned long
NP ABLIR

//IERABUR : @ N/ MEXAIR, 1 NENHPBIR 2 Ak

m_Priv_Enc;
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} KEY_LIC;

E.

SM4 J% TDES % 8H 3O Je M2 45 4

typedef struct

{
unsigned long m_Size; [/ ERRARKE, IEH R 16
KEY_LIC m_Lic; / 1HZHL

} KEY_FILE_ATTR;
2.read_file EEM{¥
WORD read_file(WORD fileid, WORD offset, WORD len, BYTE* pbuf);
T :
TEEUEE SO, 2 fileid=0xFFFF B 7R 52 L 8K B4 X, AREEEAT AT S0

ZH.

fileid [in] AF D,
offset [in] SR
len [in] HHE K
pbuf [in] HHZE X

AEEER
12 5] 0x9000 7 T HUEHE A7 fik X A 2 o

3.write_file 5%
WORD write_file(WORD type, WORD fileid, WORD offset, WORD len, BYTE* pbuf);
PiRH :
BB, 2 fileid=0xFFFF I R 5N 8K Hid (X, AREH AW HAT I

AL

type [in] AFFA,
fileid [in] A 1D,
offset [in] SRS
len [in] AR
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pbuf [in] R hIX .

E.

R [AH :
IR [A] 0x9000 K7~ 5 NE A7t X %2

4.delete_file fHIFRSZ{4

WORD delete_file(WORD type, WORD fileid);
i

A S A

i

type [in] AR,

fileid [in] A D,

AR

i (1] 0x9000 75~ MR S A B o

5.get_keyinfo SREVINZSHE R

WORD get_keyinfo(KEY_INFO * pKl);

ZH:

pKI [out] DONGLE_INFO 58, hn#aifs & .
BUE B LA AT -

typedef struct

{
unsigned short m_Ver; //COS JiiAs, Ebiin : 0x0201, F o 2.01 fi
unsigned short m_Type; // OxFF AARESL, exee AIEH, exe2 kU Fil
unsigned char m_BirthDay[8]; //H H#
unsigned long m_Agent; / /AR g5, thin : BRI 0x00000000
unsigned long m_PID; / /77 ID
unsigned long m_UserID; //H 1D
unsigned char m_HID[8]; //8 FHIEEE ID
unsigned long m_IsMother; //EFRRE . exe1 KneBll, 0x00 FKnA & B

} DONGLE_INFO;
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6.get_pinstate 3XEY PIN FB3SIEIRTS

WORD get_pinstate(DWORD * pState);
Tt A :
SRECHFTINEF B PIN ADRIERZS, REEFELS, HIOSMIFEREL,

ZHL

pState [out] RS

IRASERE LT -
#define PIN_NONE 0x00 /BT
#define PIN_USER 0x01 /IRPES
#tdefine PIN_ADMIN 0x02 /TR

7.led_control LED =il

WORD led_control(BYTE flag);
i B«
LED (T 4%, n] LAdE#% LED HIFF. RAIASR.

ZH:
flag lin] FEIRA,
PSRBT
#define LED_OFF 0x00 //LED %
#define LED_ON 0x01 //LED Jf
#define LED_BLINK 0x02 //LED [Nk
& [ :
% [5] 0x9000, K~ B M) .

8.get_random F=AEREHEN

WORD get_random(BYTE* pbuf, BYTE len);

ZH:
Pbuf [out] BEHLEZZ X
len [in] BRI K E, nlen IHEUETEENY 1~128.
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5] {4 -
IR [A] 0x9000, 7~ BEHLER T -

9.get_tickcount BX$ixi_LEBAJ[E])

&

WORD get_tickcount(DWORD * pCount);
i
iRy bR a], A2 ms, RS A& 100ms.

ZH:
pCount [out] PR ZFEL
IR A -

IR [A] 0x9000, F/~FRHX b HLAS [A] s 2l

10.get_realtime BYELSEAY[A)

WORD get_realtime(DWORD * pTime);

(LR

AR SERT T A] .

ZH:

pTime [out] BN ute B TE]
AEEER
iR [A] 0x9000 #7 FRHRIL S i 1] e 2 o

11.get_expiretime FIHBASIE

WORD get_expiretime(DWORD * pTime);
i

SRR B ) 2 1)

24

pTime [out] 2SI A1

AR B -
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IR [F] 0x9000, R 3R B 2 HAR 8] Bl 2 o

12.get_sharememory EEHERTF

WORD get_sharememory(BYTE * pbuf);
i
BHOLE NP EE, KN 32 7

pbuf [out] HHRZERIX

IR[A] 0x9000, FR/NiH LT N AFE R B Ih

13.set_sharememory BRXERFX

WORD set_sharememory(BYTE * pbuf);
e

BANHHRBILENAEIX, K/ANA 32 5715,
ZHY:

pbuf [in] Bmgz X,
AR

i [H] 0x9000, Fom 5 AILE N AFE I ) o

14.rsa_genkey F=4E RSA 2FA$H

WORD rsa_genkey(WORD fileid, RSA_PRIVATE_KEY * pRPK);
i

FEFZHE RSA ARVPIRTHT, FESEEIHE RSA AP

RSA AFAPIkg 2 LI

RSA A EH#% (G 7 1024,2048)

typedef struct {
unsigned int bits; // length in bits of modulus

unsigned int modulus; // modulus
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unsigned char exponent[256]; // public exponent
} RSA_PUBLIC_KEY;

RSA FAEHHE = (F%F 1024,2048)

typedef struct {

unsigned int bits; // length in bits of modulus
unsigned int modulus; // modulus

unsigned char publicExponent[256]; // public exponent

unsigned char exponent[256]; // private exponent

} RSA_PRIVATE_KEY;

S

fileid [in] RSA FABASCAF 1D,
pRPK [out] RSA MRS -
AR

IR[A] 0x9000, FKnr=4: RSA AFAEHRIN

15.rsa_pri RSA FASANNRZRIEE

WORD rsa_pri(WORD fileid, BYTE* pin, WORD len, BYTE* pOut, WORD* plen_Out, WORD mode);

A

Fileid [in] RSA FAEHSCAF 1D,
pin [in] B N h X
len [in] PN C N
pOut [out] B 2 b X
plen_Out [in,out] fan R EAE RN
mode [in] BREEA,

G

P&
i [A] 0x9000, I RSA FAEHIHRLT) .

I} Y T
#define MODE_ENCODE e //hnE
#define MODE_DECODE 1 //fE
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16.rsa_pub RSA 2$AINfRRizE

WORD rsa_pub(BYTE* pin, WORD len, RSA_PUBLIC_KEY* pPub, BYTE* pOut, WORD* plen_Out, WORD

mode);
ZHL
pin [in] B NBARZZ X
len [in] B NEBHE RN
pPub [in] RSA ABIHHE . 1250 U T AE 1 RSA ARV 1 A EA % .
pOut [out] i et G2 b X

plen_Out [in,out] ZH0 pOut B R /INATIR [8] ) e KN .

=

mode [in] BRI,
R [AIE
& [5] 0x9000 F7 RSA A4HIGH LT

17.ecc_genkey 74 ECC 2FA$H

WORD ecc_genkey(WORD fileid, ECCSM2_KEY_PAIR * pEKP);
e

FEFHE ECC ARLPINS /T, #2728 ECC FABH AT
ECC/SM2 A ARLEIHE e SLan

ECC/SM2 AFLEXT % 2

typedef struct {
ECCSM2_PRIVATE_KEY Prikey;
ECCSM2_PUBLIC_KEY Pubkey;
} ECCSM2_KEY_PAIR;

AN ECC/SM2 A EAKE =

typedef struct {
unsigned int bits;
unsigned int XCoordinate[8];
unsigned int YCoordinate[8];
}ECCSM2_PUBLIC_KEY;

A ECC/SM2 FLEHMS =X
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typedef struct {

unsigned int bits;

unsigned int PrivateKey[8];
} ECCSM2_PRIVATE_KEY;

ZH

fileid [in] ECC FABHCAF 1D
pEKP [out] ECC AFAVEHEE
yAEIE(ER

i&1H] 0x9000, i E ECC AR

18.ecc_sign ECC FAHIEE
WORD ecc_sign(WORD fileid, BYTE* pln, WORD len, BYTE* pOut, WORD* plen_Out);
T :
ECC AT A 14, RN 5.

ZH.:

fileid [in] ECC A 1D,

pin [in] N 2 X

len [in] ZH pin RIS

pOut [out] B . K/NEE N 64 F5(256 £ ECC I A& IE 1,192 fi7 ECC Az 2>
#h0).

plen_Out [in] ZH pout MK/,

IR [ -

IR [H] 0x9000, FIRZ4 M.

19.ecc_verify ECC 2§RizE

WORD ecc_verify(ECCSM2_PUBLIC_KEY* pEPK, BYTE* pHash, WORD len_Hash, BYTE* pSign);
i

ECC APAMHEAT IR e, BRI I8 5

2
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llgﬁmg
PEPK [in] ECC A%
pHash [in] Hash %4
len_Hash [in] ZHY pHash 1K/
pSign [in] ZEEHE . K/NE BN 64 £, N ecc_sign BREGR[FI 1) pOut £ 4
IR A
i [A] 0x9000, FIRIAE LT o

20.sm2_genkey F=4 sm2 AFA$H
WORD sm2_genkey(WORD fileid, ECCSM2_KEY_PAIR * pEKP);
BEHT:
P SM2 ARV T, TR EAIE sM2 RS

24

fileid [in] sm2 RSO 1D,
pEKP [out] SM2 AFVEHEE
AL

IR [H] 0x9000, Fn/=A SM2 AFAEH ).
21.sm2_sign SM2 FASHIEEH
WORD sm2_sign(WORD fileid, BYTE* pin, WORD len, BYTE* pOut, WORD* plen_Out);
LA :
SM2 FAHAHE TR 4445 4E, B RSt n#is &,

ZH

fileid [in] SM2 AL 1D

pin [in] NIRRT X

len [in] ZH pin BN B BE A AUINT 32 i
pOut [out] B . KN ER 64 711

plen_Out [in] b HE A L

yZAEIE(ER
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IR[A] 0x9000, KR4I, RN KM

22.sm2_verify SM2 2BizE
WORD sm2_verify(ECCSM2_PUBLIC_KEY* pEPK, BYTE* pHash, WORD len_Hash, BYTE* pSign);
i«
SM2 FAVHAHEAT IR A 44, R RS2t s

S

PEPK [in] SM2 A

pHash [in] Hash %4

len_Hash [in] S pHash 1R/

pSign lin] S5 42 B ¥E K/ 2 N 64 71, A Dongle_EccSign BRI [ /) pOutData £#E «
AR

12 [A] 0x9000, FIRIGAEATY, 75N KRGS IIM

23.tdes TDES JNfiESHEEH

WORD tdes(BYTE* pdata ,int len, int mode, WORD fileid);

ZHL

pdata [in] HAEZZMIX .

len [in] Z4f pdata EHRE K/ FARKEELAE 16 FEEERE, o VI SRR A2 1024,
mode [in] IBHFM, FLAG_ENCODE F/RIN%12%57; FLAG_DECODE KI/RN## a5 .
fileid [in] A ID.

[ -

iR [A] 0x9000, 7~ TDES MNfAE % 18 5.

24.sm4 SM4 iz E

WORD sm4(BYTE* pdata ,int len, int mode, WORD fileid);
S

pdata linl  HdREZrX.
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len [in] ZH pdata MIEHE K/ BRI LA 16 IEELS, RVFIIHCRE 2 1024,
mode [in] B5 I, FLAG_ENCODE R/nN# 125 ; FLAG_DECODE RIiNfR# a5 .
fileid [in] B 1D,

[EFE

iR
1% 8] 0x9000, 7~ SM4 N2 a5k .

25.shal SHA1 18

WORD shal(BYTE* pdata ,int len, BYTE* phash);

i

pdata [in] B X

len [in] Z ¥ pdata FEHRE K.

phash [in] fth ) Hash fE, [E5E 2 20 35K
AR

IR[A] 0x9000, K7~ SHAL IZH I,

 —

26.sm3 SM3 iIzE

WORD sm3(BYTE* pdata ,int len, BYTE* phash);

A

pdata [in] Bl hIX .

len [in] Z ¥ pdata IEHE K/,

phash [in] i th it Hash {8, [E5E N 32 5 RN

[EFER

3
IR [A] 0x9000, FIx SM3 iz 5 ).

27.seed FFIOIEE

WORD seed(BYTE* pseed ,int len, BYTE* presult);

ZH:
pseed [lin] LD L R &/
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len [in] P RE . HUE VS DN 17250 749
presult [out] S B ZE P X PR B E DN 16 T

A EILIER
IR 7] 0x9000, FI/RFPFALIZHE KN .
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IRES AP FHIRES

#define ERR_SUCCESS
#define ERR_INVALID_INS
#define ERR_INVALID_P1
#define ERR_INVALID_P2
#define ERR_INVALID_LEN
#define ERR_INVALID_PARAM
#define ERR_FAILED

#define ERR_READ_ERR
#define ERR_WRITE_ERR
#define ERR_FILE_EXIST
#define ERR_FILE_NOTFOUND
#define ERR_FILE_CFILE_ERR
#define ERR_FILE_READ_ERR
#define ERR_FILE_WRITE_ERR
#define ERR_FILE_DFILE_ERR
#define ERR_FILE_CDIR_ERR
#define ERR_FILE_DDIR_ERR
#define ERR_NOT_INITED
#define ERR_ALREADY_INITED
#define ERR_ADMINPIN_NOTCHECK
#define ERR_USERPIN_NOTCHECK
#define ERR_PIN_BLOCKED

#define ERR_RUN_LIMITED
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0x6C01
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0x6B00

0x6B01

0x6A82

O0x6A83

0x6A86

O0x6A87

0x6A88

0x6A89

Ox6A8A

O0x6A8B

0x6980

0x6981

0x6982

0x6983

0x6984

0x6985
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/1R D

/1 TERLH) INS
/17C R P1
/17CRH) P2
/1SR LEN
/TR S B (n el o i — S )
/1RAERIG
B R

/15 Bl i
/131 EAEAE

[/ SAEAAFAE
/183 ST R
/BRI

/15 3R
/1S R I
/18IS e R
/IR AT SR 2R T
/I ARHIIRA
[1EWRAE T
JIEHLB PIN A R
/P PIN B K5
//PIN §i5 L Bt 52

/BT EZ IR (I, P abia 5 AE)




	ET-ARM开发手册
	Software Developer’s Agreement
	ET-ARM用户程序开发
	用户API接口
	1.Dongle_Enum枚举加密锁
	2.Dongle_Open打开加密锁
	3.Dongle_ResetState清除状态
	4.Dongle_Close关闭加密锁
	5.Dongle_GenRandom产生随机数
	6.Dongle_LEDControl LED控制
	7.Dongle_SwitchProtocol切换通讯协议
	8.Dongle_RFS一键恢复
	9.Dongle_CreateFile创建文件
	10.Dongle_WriteFile写文件
	11.Dongle_ReadFile读取数据文件
	12.Dongle_DownloadExeFile批量下载可执行文件
	13.Dongle_RunExeFile运行可执行程序
	14.Dongle_DeleteFile删除文件
	15.Dongle_ListFile列文件
	16.Dongle_GenUniqueKey唯一化锁
	17.Dongle_VerifyPIN校验密码
	18.Dongle_ChangePIN更改密码
	19.Dongle_ResetUserPIN重置用户PIN码
	20.Dongle_SetUserID设置用户ID
	21.Dongle_GetDeadline获取到期时间
	22.Dongle_SetDeadline设置到期时间
	23.Dongle_GetUTCTime获取UTC时间
	24.Dongle_ReadData读取数据存储区
	25.Dongle_WriteData写入数据存储区
	26.Dongle_ReadShareMemory读取共享内存数据
	27.Dongle_WriteShareMemory写入共享内存数据
	28.Dongle_RsaGenPubPriKey产生RSA公私钥
	29.Dongle_RsaPri RSA私钥运算
	30.Dongle_RsaPub RSA公钥运算
	31.Dongle_EccGenPubPriKey产生ECC公私钥
	32.Dongle_EccSign ECC私钥签名
	33.Dongle_EccVerify ECC公钥验签
	34.Dongle_SM2GenPubPriKey产生SM2公私钥
	35.Dongle_SM2Sign SM2私钥签名
	36.Dongle_SM2Verify SM2公钥验签
	37.Dongle_TDES 3DES加解密
	38.Dongle_SM4 SM4加解密
	39.Dongle_HASH HASH运算
	40.Dongle_Seed种子码算法
	41.Dongle_LimitSeedCount设置种子码运算次数
	42.Dongle_GenMotherKey制作母锁
	43.Dongle_RequestInit空锁获取生产请求
	44.Dongle_GetInitDataFromMother从母锁获取生产数据
	45.Dongle_InitSon生产子锁
	46.Dongle_SetUpdatePriKey设置远程升级私钥
	47.Dongle_MakeUpdatePacket制作远程升级包
	48.Dongle_MakeUpdatePacketFromMother母锁制作远程升级包
	49.Dongle_Update远程升级子锁

	用户API 错误码

	ET-ARM锁内可执行程序开发
	编译环境安装
	编写锁内可执行程序
	编程空间说明
	扩展缓冲区
	输入输出缓冲区
	用户编程空间

	锁内系统API接口
	1.create_file 创建文件
	2.read_file 读文件
	3.write_file写文件
	4.delete_file删除文件
	5.get_keyinfo获取加密锁信息
	6.get_pinstate 获取PIN码验证状态
	7.led_control LED控制
	8.get_random产生随机数
	9.get_tickcount取锁上电时间
	10.get_realtime取真实时间
	11.get_expiretime到期时间
	12.get_sharememory读共享内存
	13.set_sharememory写共享内存区
	14.rsa_genkey产生RSA公私钥
	15.rsa_pri RSA私钥加解密运算
	16.rsa_pub RSA公钥加解密运算
	17.ecc_genkey产生ECC公私钥
	18.ecc_sign ECC私钥运算
	19.ecc_verify ECC公钥运算
	20.sm2_genkey产生SM2公私钥
	21.sm2_sign SM2私钥运算
	22.sm2_verify SM2公钥运算
	23.tdes TDES加解密运算
	24.sm4 SM4加解密运算
	25.sha1 SHA1运算
	26.sm3 SM3运算
	27.seed种子码运算

	锁内系统API错误码


